Chariot MQTT Server Usage

This document describes the basic usage of the Chariot MQTT Server through the Chariot UI.

The Ul can be accessed at the following URL:

http://<server-url>:8080

When installed on Linux, Windows or deployed via Azure Marketplace, the default login credentials are:

user name: admin
password: password

When deployed via AWS Marketplace, the default login credentials are:

user nanme: admin
password: EC instance ID for exanple: i-0049aclel3e558b70

The Chariot MQTT Server Web Ul provides the following status pages for monitoring server activity, logs, and data.

Dashboard
Logging
Sparkplug
MQTT
Alerts
Backup

Dashboard

The Chariot dashboard provides a high level view of Chariot server and system status information.
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¢ Sparkplug

N MQTT

Q Alerts

2 Users

& Roles

E MQTT Credentials

MQTT Server

® License

System

Logging

The Logging page has two tabs when a user can either view live Chariot logs or modify log levels. Additionally, a zip file containing the Chariot logs can be
downloaded.


https://docs.chariot.io/display/CHAR2x/Linux+Installation
https://docs.chariot.io/display/CHAR2x/Windows+Installation
https://docs.chariot.io/display/CHAR2x/Azure+Marketplace+Installation
https://docs.chariot.io/display/CHAR2x/AWS+Marketplace+Installation

Live Logs

Live Chariot logs can be viewed on the Live logs tab. The live logs can be filtered by matching message text or selecting a minimum log level. A live
toggle allows for enabling/disabling live log updates to the page.
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Home > Logging

Dashboard
SRR Message Text Log Level s @ Live
MQTT TIMESTAMP NAME LEVEL  MESSAGE
2021/08/09 14:38:56:718 c.c.cs.coreWebSocketConnectionListener INFO Started NON-SECURE WebSocket Server on hostname: 0.0.0.0, port: 8090
2021/08/09 14:38:56/714 SelectorPool INFO [DEFAULT] Initializing selector pool with 5 workers
Users 2021/08/09 14:38:56:713 cccsimpl.Server DEBUG  Authorization Service class comcirruslink chariot server.impl.DefaultAuthorizationService
Roles. 2021/08/09 14:38:56:713 ccesimpl.Server DEBUG  Authentication Service class com.cirruslink chariot serverimpl DefaultAuthenticationService
MQTT Credentials 2021/08/09 14:38:56:713 cccsimpl.Server DEBUG  Subscription Manager class com.cirruslink chariot serverimpl DefaultSubscriptionManager
2021/08/09 14:38:56:713 cecsimpl.Server INFO Starting Chariot MQTT Server
MQIT Server Vos P 9 <
2021/08/09 14:38:56:713 ccesimplserver TRACE Server State updated true
License
2021/08/09 14:38:56:712 ccesimpl.Server TRACE  Updating Server State: isStopped = false
System
2021/08/09 14:38:56:712 c.ccsimpl.Server DEBUG  Handling Chariot Server action: start
2021/08/09 14:38:55:772 c.ccs.core.PacketHandler§MessageRedeliveryMonitor INFO Stopping the MessageRedeliveryMonitor Thread 123

Download Logs

The menu button at the top of the page contains an option for downloading a zip file containing the Chariot logs.
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Dashboard
sparkplug

Message Text Log Level s @ Live
MQrT TIMESTAMP NAME LEVEL  MESSAGE

021/08/09 14:38:56:71 ceess nectionListener INFO Started NON-SECURE WebSocket Server on hostname: 0.0.00, port: 8090

2021/08/09 14:38:56:714 SelectorPool INFO [DEFAULT] Initializing selector pool with 5 workers
ez 2021/08/0914:38:56:713 cccsimpl.Server DEBUG  Authorization Service class com.cirruslink.chariot.server.impl.DefaultAuthorizationService
Roles. 2021/08/0914:38:56:713 cccsimpl.Server DEBUG  Authentication Service class com.cirruslink chariotserver.impl DefaultAuthenticationService
MQIT Credentials 2021/08/0914:38:56:713 cccsimpl.Server DEBUG  Subscription Manager class com.cirruslink chariot serverimpl DefaultSubscriptionManager
MQTT Server 2021/08/0914:38:56:713 cccsimpl.Server INFO Starting Chariot MQTT Server

2021/08/09 14:38:56:713 c.ccsimpl.Server TRACE Server State updated true
License

2021/08/09 14:38:56:712 cccsimpl.server TRACE  Updating Server State: isStopped = false
System

2021/08/09 14:38:56:712 cccsimpl.Server DEBUG  Handling Chariot Server action: start

2021/08/09 14:38:55:772 c.cc.score PacketHandler§MessageRedeliveryMonitor INFO Stopping the MessageRedeliveryMonitor Thread 123

localhost:8080/#

Log Levels

The second tabs allows for modifying log levels. The log levels can be filtered by name and each logger can have the level set to one of: TRACE, DEBUG,
INFO, WARN, and ERROR.
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Dashboard
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Filter
MeTT NAME LEVEL
ROOT INFO +
com INFO +
2 Users
& Roles com.cirruslink INFO s
MQTT Credentials com.cirruslink.chariot INFO s
MQTTserver com.cirruslink chariot account INFO s
License
comcirruslink chariot.account.impl INFO :
System
com.cirruslink chariot.accountimpl.AccountService INFO :
com.cirruslink.chariot.alert INFO s

Sparkplug

The Sparkplug page tracks data from Sparkplug MQTT clients that are connected to the Chariot MQTT server. The tracking can be disabled by clicking on
the menu button at the top.
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(O Sparkplug Tracking Disabled

The tracking of Sparkplug clients connected to the Chariot server is not currently enabled. To enable, click below
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Overview

The Overview tab provides a quick look at the number of Sparkplug Host Applications, Groups, Edge Nodes, and Devices that are being tracked by
Chariot.
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Host Applications

The Host Applications tab will show all Sparkplug Host applications that Chariot is tracking. Selecting a host application from the list will show additional
details such as the last time it was online or offline.
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Home > Sparkplug

Dashboard
Logging Overview [aleOFNeTelllr1ile]yH Edge Nodes
Sparkplug
PRIMARY ID CLIENT ID 1P ONLINE
MQTT -
123 ME-54048d4d-78a3-483c 127.0.01 Yes m
I Alerts
HOST DETAILS
Primary ID - Online
% Uk Client ID - Last Online
= Hsers IP Address - Last Offline

Roles

MQTT Credentials

MQTT Server

Edge Nodes

The Edge Nodes tab will show all Sparkplug Edge Nodes and any Devices that Chariot is tracking. Selecting an Edge Node from the list will show
additional details and also populate the list of the Edge Node's Devices below. Buttons on the far right of each Edge Node entry in the list provide tools for
sampling compression and downloading the Sparkplug Edge Node birth (NBIRTH) and Device birth (DBIRTH) payloads in JSON format.



[ NoN # chariot ® o+

&« C & O D localhost:8080/#/sparkplug w r O =

Chariot

admin i % Sparkplug E

Home > Sparkplug

Dashboard
Logging QOverview Host Applications Edge Nodes
Sparkplug
GROUP ID EDGE NODE ID CLIENT ID P ONLINE PRIMARY ID
MQTT
Go EO MT-50¢9d251-a7d0-403d 127.0.01 Yes 123 O == W
Alerts o~ o -
My MQTT Group Edge Node 265917 MT-7b127d8c-6075-4bd 7 127001 Yes 123 D F W

NODE DETAILS

Users
Group ID GO Client ID MT-50¢9d251-a7d0-403d
Edge Node ID EO IP Address 127.0.01
pcles Online Yes Last Birth 2021/08/09 16:20:26:554
Primary ID 123 Last Death 2021/08/09 16:20:09:717
MQTT Credentials Metric Count 4 Sequence Number 1
Offline Count 1
MQTT Server Historical
Session Metrics 0
Lifetime Metrics [o}
License
Compression
System sampling No
Average -
Count -
DEVICE ID ONLINE LAST BIRTH LAST DEATH
Do Yes 2021/08/083 16:20:26:560 2021/08/09 16:20:09:717 =

DEVICE DETAILS

Device ID Do Last Birth 2021/08/09 16:20:26:560
Online Yes Last Death 2021/08/0916:220:09:717
Metric Count 2

Historical

Session Metrics 4]

Lifetime Metrics [o]

MQTT

The MQTT Clients pages show details of all clients connected to the Chariot MQTT server. A searchable dropdown list is used to select an MQTT client
and view network details, session information, LWT details, and a list of subscriptions.
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Home > MQTT Clients

Dashboard
Loaging ME-54048d4d-78a3-483c - 127001 - ECSULLESE @D Live
Sparkplug
MQTT
IP Address 127.0.01 Client 1D Wwill Topic STATE/123
ME-54048d4d-78a3-483c
L Alerts State CONNECTED will Qos 1
Username admin
Last Active 2021/08/09 16:48:56:851 Will Retained true
Clean Start Yes
Neers Connection Since 2021/08/03 16:20:26:419
Keep Alive 30

Bytes Received n39
> Roles
Bytes Transmitted 6

MQTT Credentials

HaTTsener
License

Qos TOPIC
System

@ tags/i

. STATE/123
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Alerts

The Alerts page provides a place to view and manage any alerts that are generated in the Chariot Server

Live Alerts

The Live Alerts tab shows a live view of alerts as they are generated. Individual alerts can be acknowledge and cleared. The alerts displayed can be
filtered by matching text in the description, selecting an alert type, and/or hiding cleared or acknowledged alerts.
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Types
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Home > Alerts

Description Filter

ACTIVE TIME

2021/08/09 16:20:26:105
2021/08/0916:20:02:717
2021/08/09 16:20:09:715
2021/08/0916:12:38:591
2021/08/09 16:19:38:520
2021/08/0916:19:06:842
2021/08/09 16:19:06:526
2021/08/0916:19:06:519
2021/08/09 16:19:06:513

2021/08/0916:18:37:476

All Alert Types

PRIORITY

Hide Cleared

DESCRIPTION

Client [ME-54048d4d-78a3-483c, /127.0.01] lost
connection: CONNECTION_LOST

Client [MT-50¢9d251-a7d0-403d, /127.0.0.1] lost
connection: CONNECTION_LOST

Client [MT-7b127d8¢-6075-4bd7, /127.0.0.1] lost
connection: CONNECTION_LOST

Client [MT-7b127d8¢-6075-4bd7, /127.0.0.1] lost
connection: CONNECTION_LOST

Client [MT-50¢9d251-a7d0-403d, /127.0.0.1] lost
connection: CONNECTION_LOST

Client 'MT-RPC-ccf928¢9-b58f-47' connected w/o
registering LWT

Client [MT-RPC-ccf928c9-b58f-47, /127.0.01] lost
connection: CONNECTION_LOST

Client [MT-b5877652-9e94-4¢50, /127.0.01] lost
connection: CONNECTION_LOST

Client [MT-31b2cfd4-60a7-4dfa, /127.0.0] lost
connection: CONNECTION_LOST

Client 'ME-54048d4d-78a3-483c’ connected wfo
registering LWT

®: : -

Hide Acknowledged

TYPE

MQTT_CONNECTION_LOST

MQTT_CONNECTION_LOST

MQTT_CONNECTION_LOST

MQTT_CONNECTION_LOST

MQTT_CONNECTION_LOST

MQTT_LWT_NOT_REGISTERED

MQTT_CONNECTION_LOST

MQTT_CONNECTION_LOST

MQTT_CONNECTION_LOST

MQTT_LWT_NOT_REGISTERED

The Types tab allows for the enabling/disabling of specific alert types as well as changing the priority (1, 2, or 3).

@ Live

CLEARED ACKED
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t Sparkplug
ENABLED NAME
MQTT
[ o] SPARKPLUG_SEQ_NUM_ERROR
0\ Alerts
«© SPARKPLUG_GROUP_EDGE_COLLISION
N © SPARKPLUG_NONCOMPLIANT_LWT_TOPIC
<> Roles
[ o] SPARKPLUG_TEMPLATE_DEF_COLLISION
MQTT Credentials
«© SPARKPLUG_COMPRESSION_WARNING
MQTT Server
«© MQTT_DISCONNECT
& License
[ o] MQTT_CONNECTION_LOST
System
«© MQTT_LWT_NOT_REGISTERED
© TEST_ALERT]
© TEST_ALERT2

Some of the Alert Types supported in the Chariot Server include:

MQTT_DISCONNECT

© An MQTT client has disconnected
MQTT_CONNECTION_LOST

© An MQTT client has lost it's connection
MQTT_LWT_NOT_REGISTERED

PATH

SPARKPLUG/SEQ_NUM_ERROR

SPARKPLUG/GROUP_EDGE_COLLISION

SPARKPLUG/NONCOMPLIANT_LWT_TOPIC

SPARKPLUG/TEMPLATE_DEF_COLLISION

SPARKPLUG/COMPRESSION_WARNING

MQTT/DISCONNECT

MQTT/CONNECTION_LOST

MQTT/LWT_NOT_REGISTERED

TEST/ALERT1

TEST/ALERT2

© An MQTT client has connected but not registered an LWT (last will and testament)

SPARKPLUG_SEQ_NUM_ERROR

© Messages published from a Sparkplug MQTT client have been received out of sequence

SPARKPLUG_GROUP_EDGE_COLLISION

O Multiple Sparkplug MQTT clients are using the same Group ID and Edge Node ID

SPARKPLUG_NONCOMPLIANT_LWT_TOPIC

© A Sparkplug MQTT Client has registered an LWT that is not compliant with the Sparkplug specification

SPARKPLUG_TEMPLATE_DEF_COLLISION

© A Sparkplug MQTT client is publishing template definitions that conflict with previously published definitions

SPARKPLUG_COMPRESSION_WARNING

© A Sparkplug MQTT client is using data compression and the compressed data is actually larger in size then the uncompressed data

PRIORITY
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