IBSNOW: Snowflake Setup Scripts v1.0.0 through v1.0.3

@ New loT Bridge for Snowflake Available

This document covers v2.0.0 and older versions of 10T Bridge for Snowflake. It now ships as part of Chariot. To see the latest 10T Bridge for
Snowflake documentation, go to loT Bridge for Snowflake in Chariot.

This document contains the Snowflake setup scripts to be copied into and run in the Snowflake SQL worksheet.

Click the 'Expand source' button on the right to copy the script source code.

SQL Script 01
Set up assets related to the staging database and associated assets. These are:

® Database
® Staging schema


https://docs.chariot.io/display/CHAR30/IoT+Bridge+for+Snowflake

SQL Script 01

-- Inthis script, we are setting up assets related to the stagi ng database
-- and associ ated assets. These are:

-- - Database

-- - Staging schema

-- The database & schema will be owned by SYSADM N

-- REPLACE THE SESSI ON VARI ABLE ACCORDI NG TO YOUR ENVI RONMVENT

set cl _bridge_staging_db = 'CL_BRI DGE_STAGE DB';
set staging_schena = 'stage_db';

- - SOOOOSSSS55555>>>>>>>> DATABASE >>5555555555555555555>>>>
use rol e sysadm n;
create database if not exists identifier($cl_bridge_staging_db)
-- DATA_RETENTI ON_TI ME_I N_DAYS = 90
-- MAX_DATA_EXTENSI ON_TI ME_I N_DAYS = 90
coment = 'used for storing nessages received from G rrusLi nk Bridge'
- - SO55SS5555555>>>>>>>>> STAG NG SCHENVA >>>>>5>5555>5>5555>555>>>>>
use database identifier($cl_bridge_staging_db);
create schema if not exists identifier($stagi ng_schema)
wi th managed access
-- data_retention_tine_in_days = 90
-- max_data_extension_time_i n_days = 90

comrent = 'Used for staging data direct from G rrusLink Bridge';

- - SO355555555555>55>>>>> STAG NG SCHEMA ASSETS >555555555555555555>>55>>

use schema identifier($stagi ng_schema);

-- Define tables

create or replace table sparkplug_raw (
msg_i d varchar
,meg_t opi ¢ varchar
, hamespace var char
,group_id varchar
, message_t ype var char
, edge_node_i d varchar
,device_id varchar
,msg vari ant
,inserted_at nunber
)
change_tracking = true
cluster by (message_type ,group_id , edge_node_id ,device_id)
comment = 'Used for storing json nessages from sparkplug bridge/ gat eway

SQL Script 02

Set up assets related to the node database which would eventually contain all the device specific views and tables. These are:

® Node Database
® Staging schema



SQL Script 02

-- In this script, we are setting up assets related to the node database

-- ,which would eventually contain all the device specific views and tables
-- At the very core, the followi ng assets are created

-- - Node Database

-- - Staging schema

-- The database & schema will be owned by SYSADM N

-- REPLACE THE SESSI ON VARI ABLE ACCORDI NG TO YOUR ENVI RONMVENT

set staged_sparkplug_raw table = 'cl_bridge_stage_db. stage_db. spar kpl ug_raw
set cl _bridge_node_db = 'cl _bridge_node_db’
set staging_schema = 'stage_db'

- - SS3S3335335555>>>>>>>> DATABASE >>55535555555555555555>>>
use rol e sysadm n;
create database if not exists identifier($cl_bridge_node_db)

-- DATA_RETENTI ON_TI ME_I N_DAYS = 90

-- MAX_DATA EXTENSI ON_TI ME_I N_DAYS = 90

coment = 'used for storing flattened messages processed fromthe stagi ng database'
- - SOO5OSS5555555>>>>>>>> STAG NG SCHENVA >>5>>>>5555>>555>>555>>>>>
use database identifier($cl_bridge_node_db)
create schema if not exists identifier($stagi ng_schema)

wi th nmanaged access

-- data_retention_tine_in_days = 90

-- max_data_extension_time_i n_days = 90

comrent = 'used for storing flattened nmessages processed fromthe stagi ng database'

- - SO55S5555>555>>>>5>>>>> STAG NG SCHEMA ASSETS >>5>555555555555555>>5>5>>

use schema identifier($stagi ng_schemn)

-- Define tables

-- NOTE THE 'cl _bridge_stage_db. stage_db. sparkplug_raw is hardcoded here; as the identifier
-- staged_sparkplug_raw_tabl e repl acement does not work

create or replace view sparkpl ug_nessages_vw
change_tracking = true
comment = 'parses out the core attributes fromthe nmessage and topic.
as
sel ect
msg_id
, hanespace
,group_id
, message_type
, edge_node_i d
,device_id
, parse_j son(nsg) as nessage
,message: seq::int as nessage_sequence
, message: ti nestanp: : nunber as nessage_ti nestanp
,inserted_at
from cl _bridge_stage_db. stage_db. sparkpl ug_r aw

-- == SSSS33355333555555555>

create or replace view nbirth_vw



change_tracking = true
comment = 'filtered to nbirth nessages. This is a mrror'
as
sel ect
group_id , edge_node_id
from spar kpl ug_nessages_vw
where nmessage_type = ' NBI RTH

create or replace view node_machi ne_registry_vw

coment = 'Used to retreive the latest tenplate definitions for a given group and edge_node’
as
with base as (

sel ect

group_id , edge_node_id
, max_by(nessage , message_ti nmestanp) as nmessage
, max(message_ti nestanp) as | atest_nessage_ti nestanp
from sparkpl ug_nessages_vw
where nmessage_type = ' NBI RTH
group by group_id ,edge_node_id
)
sel ect
group_id , edge_node_id
,f.value as tenplate_definition
,tenpl ate_definition:nane::varchar as nmachi ne
,tenplate_definition:reference::varchar as reference
,tenpl ate_definition:version::varchar as version
,tenplate_definition:tinestanp::int as timestanp
frombase as b
,lateral flatten (input => b.message: netrics) f
where tenpl ate_definition:dataType::varchar = 'Tenpl ate’

.- - SSS555555555555555555>

create or replace view node_birth_death_vw

coment = 'shows the |atest node birth & death nessages for each device'

as

sel ect
b.* excl ude(nanespace)
, message_type as nbirth_or_ndeat h_raw
,iff((message_type = 'NBIRTH ) ,f.value:value ,null)::nunrber as nbirth_bdSeq_raw
,iff((message_type = ' NDEATH ) ,f.value:value ,null)::nunber as ndeath_bdSeq_raw
,inserted_at as nbirth_ndeath_inserted_at_raw

from sparkpl ug_nessages_vw as b
,lateral flatten (input => b. message:netrics) as f

where nmessage_type in (' NBIRTH ,' NDEATH )

and f.val ue: nane::varchar = 'bdSeq'

1

create or replace view device_records_vw
change_tracking = true
as
sel ect
b. * excl ude( nanmespace)
,null as nbirth_or_ndeath_raw
,null as nbirth_bdSeq_raw
,nul | as ndeat h_bdSeq_r aw
,nul'l as nbirth_ndeath_inserted_at_raw
from sparkpl ug_nessages_vw as b
where nmessage_type in ('DBI RTH ,' DDATA')

create or replace stream devi ce_records_stream
on view devi ce_records_vw

show initial _rows = true
coment = 'used for nonitoring | atest device messages'



create or replace view sparkplug_nsgs_nodebirth_contextual i zed_vw

as
wi th devi ce_node_uni oned as (
select *
from node_birth_death_vw
uni on al
sel ect * excl ude( METADATASROW | D , METADATASACTI ON , METADATA$I SUPDATE)
from devi ce_records_stream
)
sel ect

-- group_id ,message_type ,edge_node_id ,device_id
-- ,message , nessage_sequence ,inserted_at
* excl ude(nbirth_or_ndeath_raw , nbirth_bdSeq_raw , ndeat h_bdSeq_raw , nbirth_ndeat h_i nserted_at _raw)
,nvl (nbirth_or_ndeat h_r aw
,lag(nbirth_or_ndeath_raw) ignore nulls over (order by inserted_at ,nmessage_sequence)
) as nbirth_or_ndeath

,nvl (nbirth_bdSeq_raw
,lag(nbirth_bdSeq_raw) ignore nulls over (order by inserted_at , message_sequence)
) as nbirth_bdSeq

, hvl (ndeat h_bdSeq_r aw
,lag(ndeat h_bdSeq_raw) ignore nulls over (order by inserted_at , nessage_sequence)
) as ndeat h_bdSeq

,nvl (nbirth_ndeath_inserted_at_raw
,lag(nbirth_ndeath_inserted_at_raw) ignore nulls over (order by inserted_at ,message_sequence)
) as nbirth_ndeath_i nserted_at

,case true
when (nbirth_or_ndeath = 'NBIRTH ) then false
when ( (nbirth_or_ndeath = 'NDEATH ) and (nbirth_bdSeq != ndeath_bdSeq) ) then false
when ( (nbirth_or_ndeath = ' NDEATH ) and (nbirth_bdSeq = ndeath_bdSeq) ) then true
el se true

end as is_|ast_known_good_readi ng

,case | ower (nessage_type)
when lower('NBIRTH ) then 1
when | ower (' DBIRTH ) then 2
when | ower (' DDATA') then 3
when | ower (' DDEATH ) then 4
when | ower (' NDEATH ) then 5
el se 99
end as nessage_type_order

,(nbirth_or_ndeath = 'NBIRTH ) as is_node_alive

from devi ce_node_uni oned

create or replace view sparkplug_nessages_fl attened_vw
as
with base as (
sel ect

-- sparkpl ugb nessage |eve
msg_id ,group_id, edge_node_id ,device_id ,nessage_type
, message_sequence ,inserted_at
,nbirth_or_ndeath , nbirth_bdseq , ndeat h_bdseq
,nbirth_ndeath_i nserted_at ,is_last_known_good_readi ng
, message_type_order ,is_node_alive
, message_ti nestanp as root_nessage_ti nestanp

- attributes related to device data (ddata / dbirth)
f.val ue: nanme: : varchar as devi ce_nane

f.val ue: val ue: reference::varchar as tenplate_reference
,f.val ue:val ue: version::varchar as tenpl ate_version
f.val ue: ti mestanp:: nunber as device_netric_tinmestanp
f.val ue as ddata_mnsg

-- attributes related to device |level netrics
,concat(msg_id ,"'~" ,f.index ,'::',d.index) as device_neasure_uuid



d. val ue: nane: : varchar as neasure_nane
d. val ue: val ue as neasure_val ue
d. val ue: ti mest anp: : nunber as neasure_ti nmestanp

from sparkpl ug_nsgs_nodebi rt h_cont extual i zed_vw as b

lateral flatten(input => b.nmessage:netrics) as f
lateral flatten(input => f.value:value:netrics) as d

where nmessage_type in ('DBI RTH ,' DDATA')
and tenpl ate_reference is not nul

)

sel ect
group_id, edge_node_id ,device_id , nessage_type

nmessage_sequence ,inserted_at

nbirth_or_ndeath , nbirth_bdseq , ndeat h_bdseq

nbirth_ndeat h_i nserted_at ,is_|ast_known_good_readi ng

nmessage_t ype_order ,is_node_alive ,root_nessage_tinmestanp

devi
nul

devi

ce_nane ,tenplate_reference ,tenplate_version ,device_netric_tinmestanp ,ddata_nsg
as is_historica

ce_measure_uui d

obj ect _agg(di stinct neasure_nane , measure_val ue) as measures_info
neasur e_t i nest anp

,to_timestanp(neasure_tinestanp/ 1000) as neasure_ts
,to_date(nmeasure_ts) as neasure_date
, hour (nmeasure_ts) as measure_hour

from base

group by group_id, edge_node_id ,device_id , message_type

nessage_sequence ,inserted_at

nbirth_or_ndeath , nbirth_bdseq , ndeat h_bdseq

nbi rth_ndeat h_i nserted_at ,is_| ast_known_good_readi ng
nessage_type_order ,is_node_alive ,root_nessage_tinestanp

devi ce_name ,tenplate_reference ,tenplate_version ,device_netric_tinestanp , ddata_nsg
is_historical ,device_neasure_uuid
nmeasur e_t i nest anp

create or replace transient table sparkplug_devi ce_nessages (
group_id varchar
edge_node_i d varchar

devi

ce_id varchar

message_t ype varchar
message_sequence number

inserted_at nunber

nbi rth_or _ndeath varchar

nbi rt h_bdseq nunber

ndeat h_bdseq nunber

nbi rth_ndeat h_i nserted_at nunber

is_

ast _known_good_r eadi ng bool ean

message_t ype_order nunber
i s_node_al i ve bool ean

root _nmessage_ti nestanp nunber

devi

ce_nane varchar

,tenpl ate_reference varchar
,tenpl ate_version varchar

devi

ce_netric_tinmestanp nunber

ddat a_nsg vari ant
i s_historical boolean

devi

ce_measure_uui d varchar

nmeasures_i nfo vari ant
measur e_t i nestanp nunber

nmeasure_ts timestanp
measure_date date
nmeasur e_hour nunber



)
cluster by ( group_id ,edge_node_id ,device_id
,tenpl ate_reference ,tenpl ate_version ,devi ce_nane
, measur e_dat e , neasur e_hour)
coment = 'materialized version of the sparkplug_nessages_flattened_vw for easier downstream pipelines.'

create or replace stream nbirth_stream
on view nbirth_vw

show initial _rows = true
coment = 'streamto nmonitor for nbirth nessages, so that assets are created automatically'

SQL Script 03

Creates stored procedures called by the IoT Bridge

SQL Script 03

set cl _bridge_node_db = 'cl _bridge_node_db';
set staging_schema = 'stage_db';

use rol e sysadm n;
use database identifier($cl_bridge_node_db);
use schenm identifier($stagi ng_schens);

CREATE OR REPLACE PROCEDURE synch_devi ce_nessages()
RETURNS VARI ANT NOT NULL
LANGUAGE JAVASCRI PT
COWENT = 'Synch | atest device updates and stores in table'
AS
$$

A | I B e
var failure_err_nsg = [];

var return_result_as_json = {};

var sucess_count = 0;

var failure_count = 0;

const gry =~

insert into sparkplug_devi ce_nessages
select *

from sparkpl ug_nessages_f | att ened_vw

res = [1];

try {
var rs = snowf| ake. execute({ sql Text: qry });
sucess_count = sucess_count + 1;

} catch (err) {
failure_count = failure_count + 1;
failure_err_msg. push(® {
sql statement : ‘${qry}’,

error_code : ‘${err.code}’,
error_state : ‘${err.state}’,
error_nessage : ‘${err.nessage}’,
stack_trace : ‘${err.stackTraceTxt}’
P



return_result_as_json['asset_creation'] = res;
return_result_as_json['Success'] = sucess_count;

return_result_as_json['Failures'] = failure_count;
return_result_as_json['Failure_error'] = failure_err_nsg;
return return_result_as_json;

$3;

CREATE OR REPLACE FUNCTI ON GENERATE_TEMPLATE_ASSET_BASE_NAME
( PARAM_TEMPLATE_NAME var char , PARAM TEMPLATE_VERSI ON var char)
RETURNS VARCHAR
LANGUAGE JAVASCRI PT
COWENT = 'Used for generating device tenplate nane.'
AS $$
function nornmalize_name_str(p_str) {
return p_str.replace(/[\W]+/g,"_").trin().toLowerCase();
}

function get_devi ce_vi ew base_nanme(p_nmachi ne , p_version) {

const v = (p_version !=null) ? p_version : ;
return normalize_name_str (" ${p_rmachine}${v} );

return get_devi ce_vi ew_base_nane( PARAM TEMPLATE_NAME , PARAM TEMPLATE_VERSI ON) ;
$$

CREATE OR REPLACE FUNCTI ON GENERATE_DEVI CE_BASE_VI EW DDL
( PARAM GROUP_I D VARCHAR , PARAM EDGE_NCDE_| D VARCHAR , PARAM TEMPLATE REFERENCE VARCHAR

, PARAM_SOURCE_DB var char
, PARAM_SOURCE_SCHEMA var char
, PARAM TARGET_SCHEMA VARCHAR
, PARAM TEMPLATE_ASSET_BASE_NAME var char
, PARAM_TEMPLATE_DEFN var i ant
, PARAM FORCE_RECREATE bool ean
)

RETURNS VARCHAR

LANGUAGE JAVASCRI PT

COWENT = 'Used for generating generic view ddl for device tenplate.'

AS $$
var stnt_condition = “create viewif not exists’;
i f (PARAM FORCE_RECREATE == true)
stnt_condition = “create or replace view ;

const sql_stm ="
${stnt_condition} ${PARAM SOURCE_DB}. ${ PARAM TARGET_SCHEMA} . ${ PARAM TEMPLATE_ASSET_BASE_NAME}
as
sel ect
group_id , edge_node_id ,device_id , nessage_type , message_sequence ,root_nessage_ti mestanp
,inserted_at ,nbirth_or_ndeath ,nbirth_bdseq ,ndeath_bdseq
,nbirth_ndeath_inserted_at ,is_last_known_good_reading
, message_t ype_order ,is_node_alive

,device_nane ,tenplate_version ,device_netric_tinestanp ,ddata_nsg ,is_historical
,devi ce_measure_uuid , neasures_i nfo , neasure_tinestanp
,measure_ts , neasure_date , neasure_hour

from ${ PARAM SOURCE_SCHEMA} . spar kpl ug_devi ce_nessages

where group_id = ' ${ PARAM GROUP_I O}

and edge_node_i d = ' ${ PARAM EDGE_NODE_| D}
and tenpl ate_reference = ' ${ PARAM TEMPLATE_REFERENCE}"

)

return sql _stnt;
$$



CREATE OR REPLACE FUNCTI ON GENERATE_DEVI CE_VI EW DDL
( PARAM GROUP_I D VARCHAR , PARAM EDGE_NCDE_| D VARCHAR , PARAM TEMPLATE REFERENCE VARCHAR

, PARAM SOURCE_DB var char
, PARAM TARGET_SCHEMA VARCHAR
, PARAM TEMPLATE_ASSET_BASE_NAME var char
, PARAM TEMPLATE_DEFN var i ant
, PARAM _FORCE_RECREATE bool ean
)

RETURNS VARI ANT

LANGUACGE JAVASCRI PT

COMMENT = 'Used for generating generic view ddl for device tenplate.'

AS $$

function nornaelize_name_str(p_str) {
return p_str.replace(/[\W]+/g,"_").trin().toLowerCase();
}

function build_colum_ddl _defn(p_tenplate_defn ,p_suffix) {
var cols = [];
const data_type_map = {

"Int32":"::integer”
,"Int64":":integer”
,"Float":"::double"
,"Tenplate":"::variant"
, "Bool ean": ":: bool ean"
,"String":"::varchar"

3

const mentries = p_tenplate_defn['value' ]['netrics']
for (const [mkey, muvalue] of Object.entries(mentries)) {

const neasure_nane = mval ue[' nane'];
const dtype = mval ue[' dataType'];

const mmane_cl eansed = normalize_name_str(neasure_nanme) + p_suffix;

/1 # default string cast, if the datatype is not napped
const dtype_converted = data_type_map[dtype] || "::varchar";
const col _defn = “neasures_info: "${neasure_nane}" ${dtype_converted} as ${mane_cl eansed} °;

col s. push(col _defn);
}
/* in some cases client have defined UDT with no tags set. there seens
to be a valid use case if they are only using the UDT to transnmit UDT paraneters */
const cols_joined = (cols.length >0) ?'," + cols.join(",") : '";
return col s_j oi ned

}

const vw nane = ' ${ PARAM TEMPLATE_ASSET_BASE_NAME} _vWw ;
const cols_joined = build_colum_ddl _def n( PARAM TEMPLATE_DEFN , "' ")
const cols_joined_alternate = build_col um_ddl _def n( PARAM TEMPLATE_DEFN ,"' ')

const sql_stmt ="
create or replace view ${ PARAM SOURCE_DB} . ${ PARAM TARGET_SCHEMA} . ${ vw_nane}
as
sel ect
* exclude(ddata_nsg ,neasures_info ,tenplate_version)
${col s_j oi ned}
from ${ PARAM SOURCE_DB} . ${ PARAM TARGET_SCHENA} . ${ PARAM TEMPLATE_ASSET_BASE_NANE}

i

/*metric nane can endup being reserved keywords (ex: trigger), this

can result in an error during view creation. to overcone this

we suffix the colum with a '_' and return the create ddl as

an alternate sqgl statenent. it is expected the caller will use this
alternate sqgl statenent if the first/default/primary sql statenent fails
*/

const sqgl_stnt_alternate = °



create or replace view ${ PARAM SOURCE_DB} . ${ PARAM TARGET_SCHEMA} . ${ vw_nane}
as
sel ect
* exclude(ddata_nsg ,neasures_info ,tenplate_version)
${col s_j oi ned_al t er nat e}
from ${ PARAM SOURCE_DB} . ${ PARAM TARGET_SCHENA} . ${ PARAM TEMPLATE_ASSET BASE_NANE}

i

return [sql _stnt ,sql_stnt_alternate];
$3;

CREATE OR REPLACE FUNCTI ON GENERATE_DEVI CE_ASOF_VI EW DDL
(  PARAM GROUP_I D VARCHAR , PARAM EDGE_NCDE | D VARCHAR , PARAM TEMPLATE REFERENCE VARCHAR
, PARAM_SOURCE_DB var char
, PARAM TARGET_SCHEMA VARCHAR
, PARAM TEMPLATE_ASSET_BASE_NAME var char
, PARAM TEMPLATE_DEFN vari ant
, PARAM_FORCE_RECREATE bool ean
)
RETURNS VARI ANT
LANGUAGE JAVASCRI PT
COWENT = 'Used for generating device asof view ddl.'
AS $$

function nornalize_name_str(p_str) {
return p_str.replace(/[\W]+/g,"_").trim().toLowerCase();
}

function build_colum_ddl _defn(p_tenplate_defn ,p_suffix) {
var cols =[]

const data_type_map = {

"Int32":"::integer”
,"Int64":"::integer"
,"Float":"::double"
,"Tenplate":"::variant"
, " Bool ean":": : bool ean"
,"String":"::varchar"

}

const mentries = p_tenplate_defn['value' ]['netrics']
for (const [mkey, mvalue] of Object.entries(mentries)) {

const neasure_nane = mval ue[' nane'];
const dtype = myval ue[' dataType'];

const mmane_cl eansed = normal i ze_nanme_str(neasure_nanme) + p_suffix;
11 # default string cast, if the datatype is not napped
const dtype_converted = data_type_map[dtype] || "::varchar";

const col _defn = “nvl (${mane_cl eansed}
, | ag( ${ mane_cl eansed}) ignore nulls over (
partition by device_id ,device_nane
order by message_type_order ,neasure_tinestanp , nessage_sequence)
) AS ${mane_cl eansed}

1

col s. push(col _defn);

}

/* in some cases client have defined UDT with no tags set. there seens

to be a valid use case if they are only using the UDT to transmit UDT paraneters */
const cols_joined = (cols.length >0) ?'," + cols.join(",") : '";

return col s_joi ned

const vw_name = ' ${ PARAM TEMPLATE_ASSET_BASE_NAME} _vw ;

const recordasof _vw _nanme = ' ${ PARAM TEMPLATE_ASSET_BASE_NAME} _asof _vw ;

const col s_joined = build_colum_ddl _def n( PARAM_TEMPLATE_DEFN, ' ') ;

const cols_joined_alternate = build_col um_ddl _def n( PARAM TEMPLATE_DEFN, ' _');



const sqgl_stmt ="
create or replace secure view ${ PARAM SOURCE DB} . ${ PARAM TARGET_SCHEMA} . ${ r ecor dasof _vw_nane}
as
sel ect
group_id ,edge_node_id ,device_id ,device_nane ,nessage_sequence
,root_nessage_ti nmestanmp ,inserted_at

, message_type , message_t ype_or der

,nbirth_or_ndeath ,nbirth_bdseq ,ndeath_bdseq
,nbirth_ndeath_inserted_at ,is_last_known_good_reading
,is_node_alive

,is_historical

, devi ce_neasure_uui d
, measur e_ti nestanp
,measure_ts , neasure_date , neasure_hour

${ col s_j oi ned}
from ${ PARAM _SOURCE_DB} . ${ PARAM TARGET_SCHEMA} . ${ vw_nane}
order by measure_tinestanp , nmessage_type_order , message_sequence

1

/*netric nane can endup being reserved keywords (ex: trigger), this
can result in an error during view creation. to overcone this
we suffix the colum with a '_' and return the create ddl as
an alternate sql statement. it is expected the caller will use this
alternate sql statenent if the first/default/primary sql statement fails
*/
const sql _stnt_alternate = °
create or replace secure view ${ PARAM SOURCE DB} . ${ PARAM TARGET_SCHEMA} . ${ r ecor dasof _vw_nane}
as
sel ect
group_id ,edge_node_id ,device_id ,device_nane ,nessage_sequence
,root_nessage_ti nmestanmp ,inserted_at

, message_type , nessage_t ype_order
,nbirth_or_ndeath ,nbirth_bdseq ,ndeath_bdseq
,nbirth_ndeath_inserted_at ,is_last_known_good_reading
,is_node_alive
,is_historical
, devi ce_neasure_uui d
, measur e_ti nest anp
,measure_ts , neasure_date , neasure_hour
${col s_j oi ned_al t er nat e}
from ${ PARAM_SOURCE_DB} . ${ PARAM TARGET_SCHEMA} . ${ vw_nane}

order by neasure_tinestanp , message_type_order ,nessage_sequence

return [sql _stnt ,sql_stnt_alternate];
$3;

SQL Script 04
Creates user defined functions called by the stored procedures created in SQL Script 03
SQL Script 04

set cl _bridge_node_db = 'cl_bridge_node_db';
set staging_schena = 'stage_db';

use rol e sysadm n;



use database identifier($cl_bridge_node_db);
use schenm identifier($staging_schens);

CREATE OR REPLACE FUNCTI ON NORMALI ZE_ASSET_NAME( P_STR VARCHAR)
RETURNS VARCHAR
LANGUAGE JAVASCRI PT

COWENT = 'Used for creating asset nanes without spaces/special characters.'
AS $$
return P_STR replace(/[\W]+/g,"_").trim().toLowerCase();

$$

CREATE OR REPLACE FUNCTI ON EDGENODE_SCHEMA_NAME( PARAM SCHEMA PREFI X VARCHAR , PARAM GROUP_I D VARCHAR ,
PARAM EDGE_NODE_| D VARCHAR)

RETURNS VARCHAR

LANGUAGE JAVASCRI PT

COMMENT = 'Used for creating asset nanes for edgenode schenms.'

AS $3

function nornalize_name_str(p_str) {
return p_str.replace(/[\W]+/g,"_").trin().toLowerCase();
}
const schema_nane = " ${ PARAM SCHEMA PREFI X} _${ PARAM GROUP_| D} _${ PARAM EDGE_NCDE | b} *;
return nornalize_nane_str(schema_nane);
$$

CREATE OR REPLACE FUNCTI ON GENERATE_EDGENCDE_SCHEMA DDL
( PARAM_SCHEMA_PREFI X VARCHAR , PARAM GROUP_I D VARCHAR
, PARAM EDGE_NODE_| D VARCHAR , PARAM FORCE_RECREATE bool ean)
RETURNS VARCHAR
LANGUAGE JAVASCRI PT
COMMENT = ' Used for generating edgenode schena ddl .’
AS $$

function nornalize_name_str(p_str) {
return p_str.replace(/[\W]+/g,"_").trin().toLowerCase();

}

/1 Returns the normalized schema nanme for the edgenode

function get_edgenode_schema_nanme(p_schema_prefix ,p_group_id , p_edge_node_id) {
const schema_name = ~${p_schema_prefix}_${p_group_id}_${p_edge_node_id}";
return nornalize_nanme_str(schema_nane);

}

const schema_nane = get_edgenode_schenma_nane( PARAM _SCHEVA PREFI X , PARAM GROUP_I D , PARAM EDGE_NODE_| D) ;
var sql_stnmt = “create schema if not exists ${schema_nane};
i f (PARAM_FORCE_RECREATE == true) {

sql _stnt = “create or replace schema ${schena_nane};

}

return sql _stnt;
$$

CREATE OR REPLACE PROCEDURE creat e_edge_node_schena( PARAM SCHEMA_PREFI X VARCHAR , PARAM GROUP_I D VARCHAR ,
PARAM EDGE_NODE_I D VARCHAR , PARAM FORCE_RECREATE bool ean)

RETURNS VARI ANT NOT NULL

LANGUAGE JAVASCRI PT

COMMENT = ' Creates edge node specific schemn, supposed to be invoked as part of NBI RTH nesssage’

AS

$3

function get_sql _stnt(p_schema_prefix ,p_group_id ,p_edge_node_id ,p_force_recreate) {
const sql _stnt = "select
' ${p_schema_prefix}' as schema_prefix
,iff(${p_force_recreate} = 1 ,true ,false) as force_recreate
, edgenode_schema_nane(schenma_prefix ,group_id , edge_node_id) as edgenode_schema_nane

, gener at e_edgenode_schena_ddl (schema_prefix, group_id ,edge_node_id ,force_recreate) as
edgenode_schema_ddl



, machi ne
,gener at e_tenpl at e_asset _base_nane(nachi ne , version) as machi ne_t abl e_base_nane
,tenplate_definition

, gener at e_devi ce_base_vi ew_ddI
(group_id , edge_node_id ,nachine
,current_dat abase() ,current_schema() , edgenode_schena_nane
, machi ne_t abl e_base_nane ,tenplate_definition
,force_recreate) as device_base_view ddl

, gener at e_devi ce_vi ew_ddl
(group_id ,edge_node_id , machine
,current _dat abase() , edgenode_schema_nane
, machi ne_t abl e_base_nane , tenpl ate_definition
,force_recreate) as device_view ddl

, gener at e_devi ce_asof _vi ew_ddl
(group_id ,edge_node_id , machine
,current_dat abase() , edgenode_schema_nane
, machi ne_t abl e_base_nane ,tenplate_definition
,force_recreate) as device_asof _vi ew_ddl

from node_nachi ne_regi stry_vw
where group_id = ' ${p_group_id}’
and edge_node_id = ' ${p_edge_node_id}'

return sql _stnt;

}

A N B e
var failure_err_nsg = [];
var return_result_as_json = {};
var sucess_count = 0;
var failure_count = 0;
var alternate_views = [];
var view_ not_created = [];
const qry = get_sql _stnt ( PARAM SCHEMA PREFI X , PARAM GROUP_I D , PARAM EDGE_NODE_| D , PARAM FORCE_RECREATE) ;
var sql_stnt = gry;
var schenma_created = fal se;
res = [1];
try {
var rs = snowf| ake. execute({ sqgl Text: qry });
while (rs.next()) {
machi ne = rs. get Col umVal ue(' MACHI NE' ) ;
edgenode_schema_nane = rs. get Col umVal ue(' EDGENODE_SCHEMA NAME' ) ;
edgenode_schema_ddl = rs. get Col umVal ue(' EDGENODE_SCHEMA DDL' ) ;
devi ce_base_vi ew ddl = rs. get Col umVal ue(' DEVI CE_BASE_VI EW DDL' ) ;
devi ce_vi ew ddl = rs. get Col umVal ue(' DEVI CE_VI EWDDL');
devi ce_asof _vi ew_ddl = rs. get Col umVal ue(' DEVI CE_ASOF_VI EW DDL' ) ;

if(schenma_created == false) {
sql _stnt = edgenode_schena_ddl ;
snowf | ake. execut e({ sql Text: edgenode_schenma_ddl });
//blind setting is not good,
/1 TODO check if the schema is indeed created
schena_created = true;

try {

sql _stnt = devi ce_base_vi ew_ddl ;

snowf | ake. execut e({ sql Text: device_base_view ddl });
} catch (err) {

/*This is safety to handle scenarion where the

base view is not able to be created. in these cases

for now we just capture this and ignore the rest of the proces

for this nmachine*/

failure_count = failure_count + 1;

failure_err_msg. push(® {

sgl statenent : ‘${sql _stnt}’,



error_code : ‘${err.code}’,

error_state : ‘${err.state}’,
error_nessage : ‘${err.nessage}’,
stack_trace : ‘${err.stackTraceTxt}’
P
conti nue;

}

try {

/*

try creating the view using the default, if the
view creation fails; we assune that this is probably
due to reserved keyword (ex: trigger) as being defined
as netric name. in such cases this view creation will result
ina failure. the alternate sql will be executed for these
Vi ews
*/
sql _stnt = device_view. ddl [0];
snowf | ake. execut e({ sql Text: sql _stnt });
} catch (err) {
/*alternate view creation which has the fix

*/
al t ernat e_vi ews. push( machi ne)
al ternate_view ddl = device_view ddl[1];
snowf | ake. execute({ sql Text: alternate_view ddl });
}
try {
/*

try creating the view using the default, if the
view creation fails; we assune that this is probably
due to reserved keyword (ex: trigger) as being defined
as netric name. in such cases this view creation will result
ina failure. the alternate sql will be executed for these
Vi ews
*/
sql _stnt = devi ce_asof _view_ ddl [0];
snowf | ake. execut e({ sql Text: sql _stnt });
} catch (err) {
/*alternate view creation which has the fix
*/
al ternate_vi ew_ddl = device_asof _view ddl[1];
snowf | ake. execute({ sql Text: alternate_view ddl });

sucess_count = sucess_count + 1;
res. push(edgenode_schenma_nanme + '.' + machine);

}

} catch (err) {
failure_count = failure_count + 1;
failure_err_nsg. push(® {

sql statenent : ‘${sql _stnt}’,
error_code : ‘${err.code}’,
error_state : ‘${err.state}’,
error_nessage : ‘${err.nessage}’,
stack_trace : ‘${err.stackTraceTxt}’
P

}

return_result_as_json['asset_creation'] = res;
return_result_as_json['Success'] = sucess_count;
return_result_as_json['Failures'] = failure_count;
return_result_as_json[' Failure_error'] = failure_err_nsg;
return_result_as_json['aternate_views'] = alternate_views;

return return_result_as_json;
$$;



SQL Script 05

Creates stored procedures called by the 10T Bridge

SQL Script 05



set cl _bridge_node_db = 'cl _bridge_node_db';
set staging_schena = 'stage_db';

use rol e sysadm n;
use database identifier($cl_bridge_node_db);
use schema identifier($stagi ng_schema);

CREATE OR REPLACE PROCEDURE create_al | _edge_node_schemas( PARAM SCHEMA_PREFI X VARCHAR , PARAM FORCE_RECREATE
bool ean)

RETURNS VARI ANT NOT NULL

LANGUAGE JAVASCRI PT

COMMENT = ' Creates edge node specific schemas, supposed to be invoked as part of NBI RTH nesssage’

AS

$$

Tl omee MAIN oo e e e
var failure_err_msg = [];

var return_result_as_json = {};

var sucess_count = 0;

var failure_count = 0;

const gqry =~

sel ect distinct group_id ,edge_node_id
,current_schema() as current_schema

from node_nachi ne_regi stry_vw

where edge_node_id is not null

// node_machi ne_regi stry_vw
/I nbirth_stream

var current_schema = 'stage_db';
res = [];
try {
var rs = snowf| ake. execute({ sqgl Text: qry });
while (rs.next()) {
group_id = rs. get Col umVal ue(' GROUP_I D );
edge_node_id = rs. get Col umVal ue(' EDGE_NCDE_I D );
current _schema = rs. get Col umVal ue(' CURRENT_SCHEMA' ) ;

var schema_out {}
schenma_out [ ' execution'] = snowfl ake. execut e({
sqgl Text: “call create_edge_node_schema(' ${ PARAM SCHEMA PREFI X}' ,' ${group_i d}"
,' ${edge_node_i d}' , ${ PARAM FORCE RECREATE}) ;"
IO N

res. push(schema_out);

}

sucess_count = sucess_count + 1;

} catch (err) {
failure_count = failure_count + 1;
failure_err_msg. push(® {
sql statement : ‘${qry}’,

error_code : ‘${err.code}’,
error_state : ‘${err.state}’,
error_nessage : ‘${err.nessage}’,
stack_trace : ‘${err.stackTraceTxt}’
P

}

return_result_as_json['asset_creation'] = res;
return_result_as_json['Success'] = sucess_count;
return_result_as_json['Failures'] = failure_count;
return_result_as_json['Failure_error'] = failure_err_nsg;
return return_result_as_json;

$3;



SQL Script 06

Creates dynamic tables for BIRTH tracking

SQL Script 06

set cl _bridge_node_db = 'cl _bridge_node_db';
set staging_schena = 'stage_db';

set reader_rol e_warehouse = 'conpute_wh';
use rol e sysadm n;

use database identifier($cl_bridge_node_db);
use schema identifier($stagi ng_schema);

create or replace dynam c table D _ACTI VE_NBI RTH

lag = '1 day'
war ehouse = conput e_wh
as

-- Tabul arize the active nbirth events for easier error handling during
-- investigations
with base as (
sel ect
group_id ,edge_node_id ,device_id
,nvl (nbirth_bdseq_raw , ndeat h_bdseq_raw ) as bdseq
, message_t ype
,to_timestanp(nmessage_tinestanp/ 1000) as MEASURE_TS
f rom NODE_BI RTH_DEATH_VW

), nbirth_ndeath_natched as (
sel ect distinct nb.bdseq
from base as nb
join base as nd
on nb. bdseq = nd. bdseq
wher e nb. nessage_type = ' NBI RTH
and nd. nessage_type = ' NDEATH
)
sel ect b.* exclude(neasure_ts , nessage_type)
,mn(measure_ts) as nbirth
frombase as b
where b. bdseq not in (select bdseq from nbirth_ndeat h_mat ched)
group by all

create or replace dynam c table D DEVI CE_HEARTBEATS

lag = '1 day'
war ehouse = conput e_wh
as

-- tabul arize the dbirth/data nessages for each devices. Meant to be used
-- for active investigation on nessage receipt fromdevices and error tracking
with base as (
sel ect group_id ,edge_node_id ,device_id , DEVI CE_NAME , nessage_type , MEASURE_TS
, row_numnber ()
over ( partition by group_id ,edge_node_id ,device_id , DEVI CE_ NAME , nessage_t ype
order by MEASURE_TS desc
) as row_num

from SPARKPLUG_DEVI CE_MESSAGES

), rows_filtered as (
select *
from base
where row_num <= 2
), object_constructed as (
sel ect group_id ,edge_node_id ,device_id , DEVI CE_ NAME , nessage_t ype
,first_val ue( MEASURE_TS)
ignore nulls
over ( partition by group_id ,edge_node_id ,device_id , DEVI CE_ NAME , nessage_t ype
order by MEASURE_TS desc



, NTH_VALUE(
FROM FI
I GNORE
over (

,timestanpdiff('second

interval _tine

)

)

sel ect group_id ,edge_node_id ,device_id , DEVI CE_NAME

--ROWNS BETWEEN 1 PRECEDI NG AND 1 FOLLOW NG

)

as | atest_nessage_recei ved_at

MEASURE TS , 2 )
RST
NULLS

partition by group_id ,edge_node_id ,device_id , DEVI CE_NAME , nessage_t ype

order by MEASURE TS desc

--RONS BETVWEEN 1 PRECEDI NG AND 1 FOLLOW NG
) as prev_| atest_nessage_recei ved_at

, l ast _val ue( MEASURE_TS)

i gnore

nulls

,prev_| at est _nessage_recei ved_at

,l atest _nessage_received_at) as

over ( partition by group_id ,edge_node_id ,device_id , nessage_type

order by MEASURE TS desc

--ROWNS BETWEEN 1 PRECEDI NG AND 1 FOLLOW NG

)

as ol dest_nessage_recei ved_at

, 0bj ect _construct (

'l atest _nessage_recei ved_at

, | atest _message_recei ved_at

,"prev_l atest _nessage_received_at' ,prev_|atest_nessage_received_at
,"interval _seconds',interval _time
,' ol dest _message_recei ved_at', ol dest _nessage_r ecei ved_at

) as obj

fromrows_filtered

uni oned as (

sel ect group_id ,edge_node_id ,device_id , DEVI CE_NAVE

,null as dbirth

,0bj as ddata
from obj ect _constructed
where nmessage_type = ' DDATA

uni on

sel ect group_id ,edge_node_id ,device_id , DEVI CE_NAME

,0bj as dbirth

,null as ddata
from obj ect _constructed
where nmessage_type = ' DBI RTH

,first_val ue(ddat a)
ignore nulls
over (partition by group_id ,edge_node_id ,device_id , DEVI CE_NAVE

order by ddata)

as ddata

,first_val ue(dbirth)
ignore nulls
over (partition by group_id ,edge_node_id ,device_id , DEVI CE_NAVE

order by dbirth)

as dbirth

from uni oned

SQL Script 07

Setup roles specifically requiring help of privileged roles like SYSADMIN. These are:

Create a custom role

Assign the custom role to create task and execute task
Create warehouse specifically used for ingestion

Grants



SQL Script 07

-- In this script, we are setting up roles specifically requiring help of
-- privlilleged roles |ike SYSADM N. These are:

-- - Create a customrole

-- - Assign the customrole to create task and execute task

-- - Create warehouse specifically used for ingestion

-- - Gants

-- REPLACE THE SESSI ON VARI ABLE ACCORDI NG TO YOUR ENVI RONMENT

set processor_role = 'cl_bridge_process_rl";

set cl _bridge_ingestion_warehouse = 'cl_bridge_ingest_wh';
set staging_db = 'cl_bridge_stage_db';

set staging_db_schenma = 'cl_bridge_stage_db. stage_db';

set node_db = 'cl _bridge_node_db';
set node_db_stagi ng_schema = 'cl _bridge_node_db. stage_db';

- SOOSOSSSSO5555>>5>>>>>>>>>> ROLE CREATI ON >>>5>555555555555555555555555>555>>>
use role securityadm n;
create role if not exists identifier($processor_role)
comment = 'role used by cirruslink bridge to ingest and process mqgtt/sparkplug data';

grant role identifier($processor_role)
to role sysadm n;

- - SO333333555555555>>>>55555>> WAREHOUSE >>5>555>555555555555555555555555>>5>>
use rol e sysadm n;

create warehouse if not exists identifier($cl_bridge_ingestion_warehouse) with
war ehouse_t ype = standard
war ehouse_si ze = xsmal |
--max_cluster_count = 5
initially_suspended = true
coment = 'used by cirruslink bridge to ingest'

grant usage on warehouse identifier($cl_bridge_ingestion_warehouse)
to role identifier($processor_role);

grant operate on warehouse identifier($cl_bridge_ingestion_warehouse)
to role identifier($processor_role);

- = SO35OS555SSS55SS5555>>>5>5>>>> GRANTS STAGE DB >>555555555555555555>55555>555>>>>>
grant usage on database identifier($staging_db)

to role identifier($processor_role);

grant usage on schenm identifier($stagi ng_db_schema)
torole identifier($processor_role);

grant select on all tables in schenma identifier($stagi ng_db_schems)
to role identifier($processor_role);

grant insert on all tables in schema identifier($staging_db_schemn)
to role identifier($processor_role);

grant select on future tables in schema identifier($stagi ng_db_schenn)
to role identifier($processor_role);

grant insert on future tables in schema identifier($stagi ng_db_schemn)
torole identifier($processor_role);
- - SS3353355335553555>55>>>>>> GRANTS NODE DB >>>3>>5>3535553555355535553555>55>>>>>

grant usage on database identifier($node_db)
to role identifier($processor_role);



grant usage on schenm identifier($node_db_stagi ng_schens)
to role identifier($processor_role);

grant select on all tables in schema identifier($node_db_stagi ng_schenmm)
to role identifier($processor_role);

grant insert on all tables in schema identifier($node_db_stagi ng_schenmm)
torole identifier($processor_role);

grant select on all views in schenma identifier($node_db_stagi ng_schenm)
to role identifier($processor_role);

grant usage on all functions in schema identifier($node_db_stagi ng_schenn)
to role identifier($processor_role);

grant usage on all procedures in schema identifier($node_db_stagi ng_schems)
to role identifier($processor_role);

-- need for:

-- - creating edge node specific tables and vi ews

grant create schema on database identifier($node_db)
to role identifier($processor_role);

SQL Script 08
Setup roles specifically requiring help of privileged roles like SYSADMIN, SECURITYADMIN, ACCOUNTADMIN. These are:
® Create a custom role

® Assign the custom role to create task and execute task
® Grants

SQL Script 08

-- In this script, we are setting up roles specifically requiring help of

-- privlilleged roles Iike SYSADM N, SECURI TYADM N, ACCOUNTADM N. These are:
-- - Create a customrole

-- - Assign the customrole to create task and execute task

-- - Gants

-- REPLACE THE SESSI ON VARI ABLE ACCORDI NG TO YOUR ENVI RONVENT

set reader_role = 'cl_bridge_reader_rl"';
set reader_rol e_warehouse = 'conpute_wh';

set staging_db = 'cl_bridge_stage_db';
set staging_db_schema = 'cl _bridge_stage_db. stage_db';

set node_db = 'cl_bridge_node_db';
set node_db_st agi ng_schema = 'cl _bri dge_node_db. st age_db';

- SOOSSSSSSSS555>>>>5>5>>>>>> ROLE CREATI ON >>>>555555555555555555555555555>>>>
use rol e securityadn n;

create role if not exists identifier($reader_role)
comment = 'role used by user/process to query and operate on the views and tables managed by cirruslink
bridge';

grant role identifier($reader_role)
to role sysadm n;

- - SOSSSS55S555555>>55>>>>>>>> GRANTS WAREHOUSE >>>>>>>>5>>3>5>>>55>>55>>5>>>>>>>>>>
use rol e account adni n;



grant usage on warehouse identifier($reader_rol e_warehouse)
to role sysadmin with grant option;

grant nodi fy on warehouse identifier($reader_rol e_warehouse)
to role sysadnmin with grant option;

grant operate on warehouse identifier($reader_rol e_warehouse)
to role sysadmin with grant option;

use rol e sysadm n;

grant usage on warehouse identifier($reader_rol e_warehouse)
to role identifier($reader_role);

grant nodify on warehouse identifier($reader_rol e_warehouse)
torole identifier($reader_role);

grant operate on warehouse identifier($reader_rol e_warehouse)
torole identifier($reader_role);

- = SOSSSOSSSSSSSSS>>>55>>>>>>>> GRANTS TASK EXECUTI ON >>>>5555555555>555555555>5555>>>>>>

-- Creating and executing tasks require excul ated privileges that can be done
-- only by the accountadm n. Hence we have to switch roles

-- use role accountadnin;

-- grant execute managed task on account to role identifier($reader_role);

-- grant execute task on account to role identifier($reader_role);

- - SO33333555555555>>>>55555>> GRANTS STAGE DB >>>3>55555>>35555555555>>>>555555>>>
grant usage on database identifier($staging_db)
torole identifier($reader_role);

grant usage on schema identifier($stagi ng_db_schems)
torole identifier($reader_role);

grant select on all tables in schema identifier($staging_db_schems)
torole identifier($reader_role);

grant select on future tables in schema identifier($stagi ng_db_schemn)
torole identifier($reader_role);

- = SO5SSOS55SSS555>55555>>>5>>>> GRANTS NODE DB >>55555>5555555555555555555555555>>>

grant usage on database identifier($node_db)
torole identifier($reader_role);

grant usage on schenm identifier($node_db_stagi ng_schemn)
torole identifier($reader_role);

grant select on all tables in schema identifier($node_db_stagi ng_schem)
torole identifier($reader_role);

grant select on all views in schema identifier($node_db_stagi ng_schenmn)
torole identifier($reader_role);

grant usage on all functions in schema identifier($node_db_stagi ng_schens)
torole identifier($reader_role);

grant usage on all procedures in schema identifier($node_db_stagi ng_schema)
torole identifier($reader_role);

-- need for:

-- - new generated specific tables and views

use rol e securityadn n;

grant usage on future schemas in database identifier($node_db)
to role identifier($reader_role);
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