IBSNOW: Logging Errors

@ New loT Bridge for Snowflake Available

This document covers v2.0.0 and older versions of 10T Bridge for Snowflake. It now ships as part of Chariot. To see the latest 10T Bridge for
Snowflake documentation, go to loT Bridge for Snowflake in Chariot.

® Failed to load the private key based on <PRIVATE KEY>
® 400 Bad Request

Failed to load the private key based on <PRIVATE KEY>

This error generated by the com.cirruslink.ingest.snowflake.Streaminglngest logger indicates that the private/public key pair for snowflake connection is
encrypted.

1 The key pair must be unencrypted

You will also see a stack trace similar to the one below:

I NFQ 174123/ 0] | 23- 06- 15 14: 20: 36| j ava. security. spec. | nval i dKkeySpecException: java.security.|nvali dKeyException:
| CException : DER input, Integer tag error

I NFQ 174123/ 0] | 23-06- 15 14:20: 36] at java. base/sun.security.rsa. RSAKeyFactory. engi neCGeneratePrivate
(RSAKeyFactory. j ava: 251)

I NFQ 174123/ 0| | 23-06- 15 14: 20: 36] at java.base/java.security. KeyFactory. generatePrivate(KeyFactory.java: 390)

I NFQ 174123/ 0] | 23-06- 15 14:20: 36] at net.snowf | ake.ingest.internal.apache. kerby. kerberos. kerb. cormon.

Privat eKeyReader . | oadPri vat eKey( Pri vat eKeyReader . j ava: 62)

I NFQ 174123/ 0] | 23-06- 15 14:20:36] at comcirruslink.iotbridge. snowf | ake. Stream ngl ngest. <init>(Stream ngl ngest.
java: 77)

I NFQ 174123/ 0| | 23-06- 15 14:20: 36] at comcirruslink.iotbridge. snow | ake. Snowf | akeHost Appl i cati on. <i ni t>

(Snowf | akeHost Appl i cation. java: 82)

I NFQ 174123/ 0| | 23-06- 15 14:20:36] at comcirruslink.iotbridge. snowf | ake. Snowf | akel ot Bri dge. <i ni t >

(Snowf | akel ot Bri dge. j ava: 34)

I NFQ 174123/ 0] | 23-06- 15 14:20:36] at comcirruslink.iotbridge. snowf | ake. Snowf | akel ot Bri dge. mai n

(Snowf | akel ot Bri dge. j ava: 21)

I NFQ 174123/ 0] | 23-06- 15 14:20: 36| at java.base/jdk.internal.reflect.NativeMethodAccessorlnpl.invokeO(Native

Met hod)

I NFQ 174123/ 0| | 23-06- 15 14:20: 36] at java.base/jdk.internal.reflect.NativeMethodAccessorlnpl.invoke

(Nati veMet hodAccessor | npl . java: 62)

I NFQ 174123/ 0| | 23-06- 15 14:20: 36| at java.base/jdk.internal.reflect.Del egati ngMet hodAccessor | npl.invoke

(Del egat i ngMet hodAccessor | npl . j ava: 43)

I NFQ 174123/ 0] | 23-06- 15 14:20: 36| at java.base/java.lang.reflect.Mthod.invoke(Method.java: 566)

I NFQ 174123/ 0| | 23- 06- 15 14:20: 36| at org.rzo.yaj sw. app. Wapper JVMVai n. execut eMai n( W apper JVMVai n. j ava: 60)

I NFQ 174123/ 0] | 23-06- 15 14:20: 36| at org.rzo.yajsw. app. Wapper JVMVai n. mai n( W apper JVM\V&I n. j ava: 43)

I NFQ 174123/ 0| | 23-06- 15 14: 20: 36| Caused by: java.security.|nvalidKeyException: |OException : DER input, |nteger
tag error

I NFQ 174123/ 0] | 23-06- 15 14:20: 36] at java.base/sun.security. pkcs. PKCS8Key. decode( PKCS8Key. j ava: 350)

I NFQ 174123/ 0] | 23-06- 15 14:20: 36| at java.base/sun.security. pkcs. PKCS8Key. decode( PKCS8Key. j ava: 355)

I NFQ 174123/ 0| | 23-06- 15 14:20: 36] at java.base/sun.security.rsa. RSAPrivateCrtKeyl npl.<init>

(RSAPri vat eCrt Keyl npl . j ava: 136)

I NFQ 174123/ 0| | 23-06- 15 14:20: 36] at java.base/sun.security.rsa. RSAPrivateCrtKeyl npl . newKey

(RSAPri vat eCrt Keyl npl . j ava: 80)

I NFQ 174123/ 0] | 23-06- 15 14:20: 36| at java.base/sun.security.rsa. RSAKeyFactory. generat ePrivat e( RSAKeyFact ory.

j ava: 356)

I NFQ 174123/ 0] | 23-06- 15 14:20: 36] at java. base/sun.security.rsa. RSAKeyFactory. engi neCGeneratePrivate

(RSAKeyFact ory. j ava: 247)

I NFQ 174123/ 0| | 23-06-15 14:20:36] ... 12 common franes om tted

I NFQ 174123/ 0] | 23- 06- 15 14: 20: 36| 14: 20: 36. 004 [nain] ERROR c.c.i.snow | ake. Stream nglngest - Failed to |oad the
private key based on <PRI VATE_KEY>


https://docs.chariot.io/display/CHAR30/IoT+Bridge+for+Snowflake

400 Bad Request

This 400 Bad Request is returned from the Snowflake Streaming endpoint when using the URL configured in your snowflake_streaming_profile.json
configuration.

This can be caused by a number of configuration errors:

1. The URL is incorrect or malformed
2. The user and role are mismatched or incorrect

I NFQ 69731/ 0] | 24- 04- 04 20: 48: 33| 20: 48:33.243 [main] INFO n.s.i.connection. SecurityManager - Successfully
created new JWI

I NFQ 69731/ 0| | 24- 04- 04 20: 48: 33| 20: 48: 33. 245 [main] INFO n.s.ingest.connection. RequestBuilder - Creating a
Request Bui |l der with argunents : Account : FU08711, User : |BSNOW.INGEST, Schene : https, Host : fu08711. east-us-
2. azure.snow | akeconputing. com Port : 443, userAgentSuffix: null

I NFQ 69731/ 0| | 24- 04- 04 20: 48: 33| 20: 48:33.245 [main] INFO n.s.i.s.i.Snow | akeStream nglngestCientlnternal -

[ SF_I NGEST] Using KEYPAI R JWI for authorization

I NFO 69731/ 0] | 24- 04- 04 20: 48: 33| 20:48:33.261 [main] INFO n.s.i.s.i.Stream nglngestStage - [SF_| NGEST] Refresh
Snowf | ake net adata, client=IBSNON i ent

I NFQ| 69731/ 0] | 24- 04- 04 20: 48: 33| 20: 48:33.780 [main] WARN n.s.i.c.ServiceResponseHandl er - 400 Status hit from
STREAM NG _CLI ENT_CONFI GURE, request|d:

I NFQ 69731/ 0] | 24- 04- 04 20: 48: 33| 20: 48: 33.862 [main] ERROR c.c.i.snow | ake. Streani nglngest - Failed to open the
channel for | BSNOW Bri dgel nfo

I NFQ 69731/ 0] | 24- 04- 04 20: 48: 33| 20: 48: 33.864 [main] ERROR c.c.i.snowf | ake. Streamni nglngest - Failed to insert on
topic 'spBvl. 0/ 1 BSNOW NBI RTH Bri dge | nfo'

I NFQ 69731/ 0] | 24- 04- 04 20: 48: 33| j ava. | ang. Nul | Poi nt er Exception: nul |

I NFQ 69731/ 0] | 24- 04- 04 20: 48: 33| at comcirruslink.iotbridge. snowfl ake. Streani ngl ngest.insert

(Streani ngl ngest . j ava: 136)
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