ME: Python Scripting

The following API calls are available for the MQTT Engine Module and can be executed within any of the available Ignition scopes.

publish

createConfig

readConfig

updateConfig

deleteConfig

readAlarms (added 4.0.25)
clearAlarms (added 4.0.25)
clearAllAlarms (added 4.0.25)

There are sample API scripts available for each API call.

@ Configuration changes made through scripting do not have the same validation as when made through the UI.

For example, deleting a Sets configuring that is being referenced by a Servers configuration will result in the Ul showing an Internal Error.
Follow the instructions here to recover the configuration.

API s

® system cirruslink. engine. publish(mgttServerName, topic, payload, qos, retained) void
© Paraneters
" String ngttServer Nanme
® The nane of the server connection to use in the MJIT Engine Server configuration. This
nmust match an existing server name in the configuration.
" String topic
® The MJTT topic to publish on. This nust be a valid MJTT topic
" byte[] payl oad
® An array of bytes representing the MJTT payl oad
" int qos
® The MJTT 'Quality of Service' to use. This nust be either 0, 1, or 2
" bool ean retained
® Wether or not to publish this nessage with the retained flag set
© Return Val ue
" None
® system cirruslink. engine. createConfig(type, props) void
© Paraneters
" String type
® The type of configuration to create with valid options:

© Cert Files
© Servers
© Sets
© Def Namespace Filters
© Def Nanespace
© Cust Nanespace
© Cust Nanespace Convert (added 4.0.26)
© Namespace Sets (added 4.0.26)
" Map props
® Dictionary of properties nmaking up the configuration with the follow ng keys and
dat at ypes:
© Cert Files
" 1Id (long)(cannot be null)
" Nane (str)
" FileContents (str)
" Description (str)

© Servers
" |Id (long)(cannot be null)
" Nane (str)
" Enabl ed (bool)
" Ul (str)
" ServerSetld (long)
" Usernane (str)
" Password (str)
" CaCertFileld (long)
" CientCertFileld (long)
" ClientPrivateKeyFileld (long)
" dientKeyPassword (str)
" HostnameVerification (bool)
" Tl sAl pnExt ensions (str)
n

Cientld (str)
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" d eanSession (bool)
" KeepAlive (int)
" FilteredNanespaces (str)
" Enabl eLegacySt at eMessages (bool)
" LegacySt at eUsername (str)
" LegacyStatePassword (str)
" LegacyStateCientld (str)
" LegacyStateCaCertFileld (Ilong)
" LegacyStateCientCertFileld (Iong)
" LegacyStateC ientPrivateKeyFileld (long)
" LegacyStateC ientKeyPassword (str)
" LegacySt at eHost naneVerification (bool)
" LegacySt at eTl sAl pnExt ensi ons (str)
© Sets
Id (l1ong)(cannot be null)(added 4.0.22)
Nane (str)(added 4.0.22)
Description (str)(added 4.0.22)
Pri mar yHost Enabl ed (bool ) (added 4. 0. 22)
PrimaryHostld (str)(added 4.0.22)
nespace Filters
Id (long)(cannot be null)
" Nanespaceld (I ong)
" Goupld (str)
" EdgeNodeld (str)
© Def Namespace
" 1d (long)(cannot be null)
" Nane (str) "Elecsys", "Sparkplug A", Sparkplug B", or "Xirgo"
" Enabl ed (bool)
© Cust Nanespace
" 1d (long)(cannot be null)
" Nane (str)
" Subscription (str)
" QoS1 (bool)
" Root Fol der (str)
u
n
n
n
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© Def
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TagNane (str)
JsonPayl oad (bool)
Charset (str)
Wi tabl eTags (bool)
Nunber sAsFl oat s(bool ) (added 4. 0. 28)
© Cust Nanepspace Convert (added 4.0.26)

" Id (long)(cannot be null)

" Cust omNanmespacel d (| ong)

" Regex (bool)

" Orderlndex (integer)

" Source (str)

" Repl acenment (str)

© Namespace Sets (added 4.0.26)

" 1d(long)(cannot be null)

" ServerSetld (long)

" Nanespaceld (I ong)

© Return Val ue
" A map representing the newy created configuration after it has been witten to the database.
(added 4.0. 16)
® systemcirruslink. engine.readConfig(type) List
© Paraneters
" String type
® The type of configuration to read with valid options:

© General
O Cert Files
© Servers
O Sets
© Def Namespace Files
© Def Namespace Filters
© Def Namespace
© Cust Nanespace
© Cust Nanespace Convert (added 4.0.26)
© Namespace Sets (added 4.0.26)
© Return Val ue
" A List of Dictionaries of properties nmaking up the configurations with the follow ng keys and
dat at ypes:
® Ceneral
°1d (long)
© Enabl ed (bool)
© PrimaryHost Enabl ed (bool ) (deprecated 4.0.22)
© PrimaryHostld (str)(deprecated 4.0.22)
© Bl ockNodeConmmands (bool )
© Bl ockDevi ceCommands (bool )
© Bl ockTagPropertyChanges (bool)
© StoreHistorical Events (bool)



Enabl eLat chi ng (bool)
Lat chTi meout (1 ong)
Lat chTagLi st (str)
FilteredProperties (str)
Enabl eBdSeqChecki ng (bool)
Cust onProperties (str)
Metri cTi mest anpVal i dati on (bool)
I ncl udeSecurityCont ext (bool)
Securi t yCont ext Hashi ngAl gorithm (str) "SHA 1", "SHA 224", "SHA 256", "SHA 384"
or "SHA 512"
Securi t yCont ext Hashi ngPassword (str)
Pri mar yHost Cont r ol TagLi st (str)
Reor deri ngTi neout (I ong)
Al ar nEvent Enabl e (bool ) (added 4. 0. 23)
Al arnDi spl ayPath (str) (added 4.0.30) "IDS AND EDGE", "EDGE" or "ENG NE"
H2dbDi rectory (str)(added 4.0. 25)
H2dbPort (int)(added 4.0.23)
UseCi rrusEncoder (bool) (added 4. 0. 30)
® Cert Files

°1d (long)

© Name (str)

© FileContents (str)

© Description (str)
® Servers

©° 1d (long)
Nanme (str)
Enabl ed (bool)
Ul (str)
ServerSetld (Iong)
User name (str)
Password (str)
CaCertFileld (1ong)
ClientCertFileld (long)
ClientPrivateKeyFileld (Iong)
Cl i ent KeyPassword (str)
Host naneVeri fication (bool)
Tl sAl pnExt ensi ons (str)
Clientld (str)
Cl eanSessi on (bool)
KeepAlive (int)
Fi |l t eredNanespaces (str)
Enabl eLegacySt at eMessages (bool)
LegacySt at eUser nane (str)
LegacySt at ePassword (str)
LegacyStated ientld (str)
LegacyStateCaCertFileld (Iong)
LegacyStatedientCertFileld (long)
LegacyStated ientPrivateKeyFileld (long)
LegacySt at ed i ent KeyPassword (str)
LegacySt at eHost nameVeri fi cation (bool)
LegacySt at eTl sAl pnExt ensions (str)
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® Sets
©° 1d (long)(added 4.0.22)
© Name (str)(added 4.0.22)
© Description (str)(added 4.0.22)
© PrimaryHost Enabl ed (bool) (added 4.0.22)
O PrimaryHostld (str)(added 4.0.22)
® Def Namespace Files
Id (1ong)
I gnoreFil es (bool)
Fi | eHost Type (str) "ACTIVE' or "PASSI VE"
BaseFil eDirectory (str)
AddTopi cTokens (bool)
FileStoringPolicy (str)
nmespace Filters
©1d (long)
© Namespacel d (| ong)
© Goupld (str)
© EdgeNodel d (str)
® Def Namespace
©° 1d (long)
© Nanme (str) "Elecsys", "Sparkplug A", Sparkplug B", or "Xirgo"
© Enabl ed (bool)
® Cust Nanmespace
©° 1d (long)
© Nanme (str)
© Subscription (str)
© QoS1 (bool)
© Root Fol der (str)

& coooo0o0

® Def



© TagNane (str)
© JsonPayl oad (bool)
O Charset (str)
© Witabl eTags (bool)
© Nunber sAsFl oat s(bool ) (added 4. 0. 28)
® Cust Nanepspace Convert (added 4.0.26)
Id (l1ong)(cannot be null)
Cust omNanespacel d (| ong)
Regex (bool)
Orderlndex (integer)
Source (str)
Repl acenment (str)
® Nanespace Sets (added 4.0.26)
© 1d(long)(cannot be null)
© ServerSetld (long)
© Nanespacel d (1 ong)
® system cirruslink. engi ne. updat eConfi g(type, id, collisionPolicy, props) void
© Paraneters
" String type
® The type of configuration to update with valid options:

O O 0O O O O

© General
O Cert Files
© Servers
O Sets
© Def Namespace Files
O Def Namespace Filters
© Def Nanespace
© Cust Nanespace
© Cust Nanespace Convert (added 4.0.26)
© Namespace Sets (added 4.0.26)
" Long id
® The ID of the record to update
" String collisionPolicy
® "MergeOverwrite" or "Overwite"
© "MergeOverwite" will replace the existing properties in the record IDwith only
those included in the call
© "Overwite" will replace all properties in the record IDwth those in the call
" Map props
® Dictionary of properties nmaking up the configuration with the follow ng keys and
dat at ypes:
© General
" 1d (long)
" Enabl ed (bool)
" PrimaryHost Enabl ed (bool ) (deprecated 4.0.22)
" PrimaryHostld (str)(deprecated 4.0.22)
" Bl ockNodeCommands (bool )
" Bl ockDevi ceCommands (bool)
" Bl ockTagPr opertyChanges (bool)
" StoreHistorical Events (bool)
" Enabl eLat chi ng (bool)
" LatchTinmeout (I ong)
" LatchTagList (str)
" FilteredProperties (str)
" Enabl eBdSeqChecki ng (bool)
" CustonProperties (str)
" Enabl ePri mar yHost Subscri ptions (bool)
" MetricTi nestanpVal i dation (bool)
" I ncludeSecurityContext (bool)
" SecurityContext Hashi ngAl gorithm (str) "SHA 1", "SHA 224", "SHA 256",
"SHA 384" or "SHA 512"
Securi t yCont ext Hashi ngPassword (str)
Pri mar yHost Cont r ol TagLi st (str)
Reor deri ngTi neout (I ong)
Al ar nEvent Enabl e (bool ) (added 4. 0. 23)
Al arnDi spl ayPath (str) "1DS_AND EDGE", "EDGE" or "ENG NE"
H2dbDi rectory (str)(added 4.0. 25)
H2dbPort (int)(added 4.0.23)
UseCi rrusEncoder (bool ) (added 4. 0. 30)
© Cert Files
" 1d (long)
" Nane (str)
" FileContents (str)
" Description (str)
© Servers

Id (1ong)

Name (str)

Enabl ed (bool)

Ul (str)
ServerSetld (long)



User name (str)

Password (str)

CaCertFileld (1ong)
ClientCertFileld (long)
ClientPrivateKeyFileld (long)

Cli ent KeyPassword (str)

Host nanmeVeri fication (bool)

Tl sAl pnExt ensi ons (str)

Cientld (str)

Cl eanSessi on (bool)

KeepAlive (int)

Fi | t eredNanespaces (str)

Enabl eLegacySt at eMessages (bool )
LegacysSt at eUser name (str)

LegacySt at ePassword (str)
LegacyStatedientld (str)
LegacyStateCaCertFileld (Iong)
LegacyStated ientCertFileld (long)
LegacyStated ientPrivateKeyFileld (long)
LegacySt at ed i ent KeyPassword (str)
LegacySt at eHost nameVeri fi cation (bool)
LegacySt at eTl sAl pnExt ensions (str)

© Sets
Id (1ong)(added 4.0.22)
Narme (str)(added 4.0.22)
Description (str)(added 4.0.22)
Pri mar yHost Enabl ed (bool ) (added 4. 0. 22)
PrimaryHostld (str)(added 4.0.22)
© Def Namespace Files
I'd (1ong)
I gnoreFil es (bool)
Fi |l eHost Type (str) "ACTIVE" or "PASSIVE"
BaseFil eDirectory (str)
AddTopi cTokens (bool)
FileStoringPolicy (str)
nespace Filters
" 1d (long)
" Nanespaceld (Iong)
" Goupld (str)
" EdgeNodeld (str)
© Def Namespace
" 1d (long)
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© Def

" Nane (str) "Elecsys", "Sparkplug A", Sparkplug B",

" Enabl ed (bool)
© Cust Nanespace
" 1d (long)
" Nane (str)
" Subscription (str)
" QoS1 (bool)
" Root Fol der (str)
" TagName (str)
" JsonPayl oad (bool)
" Charset (str)
" Witabl eTags (bool)
" Nunber sAsFl oat s(bool ) (added 4. 0. 28)
© Cust Nanepspace Convert (added 4.0.26)
" 1d (long)(cannot be null)
" Cust omNanespacel d (| ong)
" Regex (bool)
" Orderlndex (integer)
" Source (str)
" Repl acenment (str)
© Namespace Sets (added 4.0.26)
" 1d(long)(cannot be null)
" ServerSetld (long)
" Nanespaceld (I ong)

© Return Val ue

" A map representing the updated configuration after it has been witten to the database.

4.0.16)
® system cirruslink. engi ne. del eteConfig(type, id) void

© Paraneters

" String type

® The type of configuration to delete with valid options:

O Cert Files

© Servers

© Sets

© Def Nanespace Filters
© Def Namespace

© Cust Nanespace

(added



© Cust Nanespace Convert (added 4.0.26)
© Namespace Sets (added 4.0.26)
" Long id

® The ID of the record to delete
© Return Val ue

" True if the record was successfully deleted otherwi se False is returned (added 4. 0. 16)
® systemcirruslink.engine.readAl arns() void (added 4.0.25)

© Paraneters
" None
© Return Val ue
" Alist of alarm naps
® system cirruslink. engine.clearAl arn(id)
© Paraneters
" String id

® The ID of the alarmto delete
© Return Val ue

void (added 4.0. 25)

" True if the alarmwas successfully deleted otherw se False is returned
® systemcirruslink.engine.clearAll Alarnms() void (added 4.0.25)
© Paraneters

" None
© Return Val ue

" True if the alarnms were successfully deleted otherw se False is returned

Sample Scripts

0]

Cirrus Link provides these scripts as examples only, they are not supported or guaranteed to meet any particular functionality. Cirrus Link
cannot provide any assistance to modify these scripts to meet a particular need.




# Crrus Link provides these scripts as exanples only, they are not supported or guaranteed to neet any
particular functionality. Crrus Link cannot provide any assistance to nodify these scripts to neet a
particul ar need.

# Create new server set
serverProps = {}
server Props[ " Nane"]
server Props[ " Description"]
server Props[ " Pri mar yHost Enabl ed"] True
server Props["PrimaryHostl1d"] = "M/PrimaryHost"
system ci rruslink. engi ne. creat eConfig("Sets",

= "Server Set

1"

server Props)

# Find server set Id
savedSets = systemcirruslink.engine.readConfig("Sets")
for config in savedSets:
if config ["Nanme"] "Server Set 1":
serverSetld = config["id"]

# Create new server

serverProps = {}

server Props["Nane"] = "My Server"

server Props["Enabl ed"] = True

serverProps["U "] = "tcp://192.0.2.1:1883"
server Props["ServerSetld"] = serverSetld

server Props[ " Usernane"] = "MUser Nane"

server Props[ " Password"] = "M/Password"

system cirruslink. engi ne. createConfig("Servers", serverProps)
# Find server Id

savedServers system ci rruslink. engi ne. readConfi g(" Servers")
for config in savedServers:

if config ["Name"]
serverld =

# Update server
serverProps = {}
server Props[ " KeepAl i ve"]

properties

== "M Server":
config["id"] # Read server configuration

using MergeOverwite

" 60"
serverSetld

server Props[ " Server Set|d"]

system cirruslink. engi ne. updat eConfi g("Servers", serverld, "MergeOverwite", serverProps)
# Del ete server
system ci rruslink. engi ne. del et eConfi g("Servers", serverld)

# Read al arns

system ci rruslink. engi ne. readAl arns()

# Exanmple list returned for 4 alarns

[{59f f 123d- 62af - 4272- 83c8- cbc444891982=("i d": " 59f f 123d- 62af - 4272- 83c8- cbc444891982", "nane": " Al arm4", "

al arnSource": "prot: MJTT: /src:1gnition-pi5:/prov: edge:/tag: Edge Nodes/Gl/E1l/D1/tagl:/alm A armd","priority":"
Critical","activeTine": 1731373561034, "groupl d":"Gl", "edgeNodel d": "E1", "devi cel d": "D1", "state": "Acti veUnacked", "
ackedBy":null}, fa076e0f-bc37-4ce0-a7a3-709d2e2389b2={"id":"fa076e0f-bc37-4ce0-a7a3-709d2e2389b2", "nanme": "

Al arnml", "al arnSource": "prot: MJTT: /src:1gnition-pi5:/prov: edge:/tag: Edge Nodes/Gl/E1/D1/tagl:/al m A arnl","
priority":"Low', "activeTi ne": 1731373531034, "groupl d":"GlL", "edgeNodel d": "E1", "devi cel d": "D1", "state":"

Acti veUnacked", "ackedBy": nul 1}, 2ac2c263-b552-49fc-a969-98313cal07b6={"i d":"2ac2c263-b552-49f c-a969-
98313cal07h6", "nane": " Al arnR", "al ar nSour ce": "prot: MJIT: /src: | gni tion-pi 5:/prov: edge: /tag: Edge Nodes/ Gl/ E1/ D1
/tagl:/almAlarnmR","priority":"Mediunt, "activeTi ne": 1731373541033, "groupl d": "GlL", "edgeNodel d": "E1", "devi cel d": "
D1", "state":"Acti veUnacked", "ackedBy": null}, 74al19264-8672-4e5b-ab9b-420c6aae7877={"id":"74a19264-8672- 4e5b-
ab9b- 420c6aae7877", "nanme": " Al arnB", "al arnSource": "prot: MJTT:/src: I gnition-pi5:/prov: edge:/tag: Edge Nodes/ Gl/ E1
/Dl/tagl:/almAl arnB","priority":"Hi gh","activeTi ne": 1731373551034, "groupl d": "Gl", "edgeNodel d": "E1", "devi cel d": "
D1", "state": "ActiveUnacked", "ackedBy": null}}]

# Cear alarm
system ci rruslink. engi ne. cl ear Al ar (" 59f f 123d- 62af - 4272- 83c8- chc444891982")
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