IBSNOW: Installation on Azure

(D New loT Bridge for Snowflake Available

This document covers v2.0.0 and older versions of 10T Bridge for Snowflake. It now ships as part of Chariot. To see the latest 10T Bridge for
Snowflake documentation, go to IoT Bridge for Snowflake in Chariot.

Prerequisites

Before being able to install and set up IoT Bridge for Snowflake on Azure you must have a Microsoft Azure account. If you do not already have one, you
can create one here.

Summary

This process covers installing the 10T Bridge for Snowflake into an Azure account as a virtual machine.

IoT Bridge Installation

Begin by browsing to Azure Marketplace here and search for 'loT Bridge for Snowflake'. That will bring you to the following page:
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loT Bridge for Snowflake < addtoravorites

irrus Link Solutions | Virtual Machine

Free trial
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) Plan
IBSNOWv2 v [ start with a pre-set configuration
= Want to deploy programmatically? Get started
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Overview  Plans + Pricing  Usage Information + Support  Ratings + Reviews

Offered under Microsoft Standard Contract.

Snowflake's platform architecturally scales compute separate from storage to deliver a truly elastic, performant, flexible, and affordable solution. loT Bridge for Snowflake
delivers a tool, purpose-built for Snowflake, that connects manufacturing and OT data utilizing the open standard MQTT Sparkplug integrating modeled data making it
available in a no code easy to implement solution, transforming that data for organizations to derive insights.
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Click the blue 'Create' button near the top of the page. This will bring you to the following page.


https://azure.microsoft.com/en-us/free/
https://azuremarketplace.microsoft.com/en-us/
https://docs.chariot.io/display/CHAR30/IoT+Bridge+for+Snowflake
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Home > Marketplace > IoT Bridge for Snowflake >

+ Create avirtual machine - X
1] @ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
. Basics Disks Networking ~ Management ~Monitoring  Advanced  Tags ~ Review + create
Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more =
> Project details
®)] Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.
= Subscription * (@ | cirrus-Link-primary-Subscription v
S Resource group * (0 | (New) iotbridgedsnowflake_group ~
. Create new
@ Instance details
-] Virtual machine name * © [[iotbridgedsnowiake v
© Region* @ [ ws)East us v
L= ]
N Availability options () | Availability zone ~
s Zone options (®) Self-selected zone
Choose up to 3 availability zones, one VM per zone
®
@
@ Using an Azure-selected zone is not supported in region ‘East US.
2]
. Availability zone * @ [ zone 1 “
“ € You can now select multiple zones. Selecting multiple zones will create one VM
© per zone. Learn more o
e
Security type © | standara v
Image * & | m Bsnownz - x64 v

See all images | Conf

VM architecture Arm64
®) x64

@ Arms4 is not supported with the selected image.
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In the page above, make sure you specify the following (and any other settings you want).
® Subscription and Resource Group
© This can be any resource group you want and can even be a new one as shown above
@ If the subscription is a Microsoft CSP (Cloud Solution Provider) created subscription, the CSP Tenant ID must be provided to CirrusLink to be
added to the CSP whitelist on the offering.
The 10T Bridge will fail to deploy with a subscription error if this has not been completed.
To get the Tenant ID:
® Provide the subscription ID to the CSP to give to Microsoft Support
O The CSP needs to request their CSP Tenant ID for the subscription ID from Microsoft Support

® Provide support@cirrus-link.com the Tenant ID to be added to the CSP whitelist on the offering
© It usually takes 24 - 48 hours for this submission to complete

Virtual Machine Name
© This can be anything you want

® Region

© Itis recommended to have this be in the same region where your Snowflake account is
* Image

O Make sure you select 'Standard - x64 Genl' as shown above. Note it has the 'loT Bridge for Snowflake' icon next to it.
® Size

O Select the VM size you want.
Login details
O Select these as you want
Select inbound ports
© Make sure SSH is enabled. This is required for configuration of the 10T Bridge for Snowflake instance

After configuring the above items, select 'Next: Disks'. This will bring you to the following page.


mailto:support@curris-link.com
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Home > loT Bridge for Snowflake (preview) >

Create a virtual machine - X

Basics  Disks  Networking Management ~ Monitoring ~ Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more &

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by
default when persisting it to the cloud.

Encryption at host ©

@ Encryption at host is not registered for the selected subscription.
Learn more about enabling this feature 7'

0S disk

0s disk type * @ [ Premium SSD (locally-redundant storage) v
Delete with VM O ]

Key management © [ Platform-managed key v ‘

Enable Ultra Disk compatibility © L
Ultra disk is supported in Availability Zone(s) 1,2,3 for the selected VM size

Standard_B2s.

Data disks for IBSNOW-Test

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.
LUN Name Size (GiB) Disk type Host caching Delete with VM O

Create and attach a new disk Attach an existing disk

V' Advanced

[ <Previous ][ Next: Networking > & Give feedback

Select 'Create and attach a new disk' near the bottom of the page. This will bring you to the following page:
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Home > loT Bridge for Snowflake (preview) > Create a virtual machine >

Create a new disk X

Create a new disk to store applications and data on your VM. Disk pricing varies based on factors including disk size,
storage type, and number of transactions. Learn more ¢

Name * [ 1BSNOW-Test_ DataDisk 0 ]
Source type * O [ None (empty disk) v
Size* @ 326iB

Premium SSD LRS

Change size
Key management © [ Platform-managed key v
Enable shared disk O Yes ® No
Delete disk with VM

Set the values as you want. Note IBSNOW doesn't need a lot of disk space as there isn't a lot of persisted data. Also, it is recommended to 'Delete disk
with VM' as shown above so resources are cleaned up when the VM is deleted. After setting the variables as you want, click 'OK'. At this point you should
see the disk as shown below:
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Home > loT Bridge for Snowflake (preview) >

=

Create a virtual machine X
Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more =7
VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by
default when persisting it to the cloud.

Encryption at host © O]

@ Encryption at host is not registered for the selected subscription.
Learn more about enabling_this feature

0s disk
s disk type * O [ Premium SSD (Iocally-redundant storage) v
Delete with VM @

Key management [ Platform-managed key v

Enable Ultra Disk compatibility © J
Ultra disk is supported in Availability Zone(s) 1,2,3 for the selected VM size
Standard_B2s.

Data disks for IBSNOW-Test

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a

temporary disk.
LUN  Name Size (GiB)  Disk type Host caching  Delete with VM ©
IBSNOW-Test_DataDis... ~ 32 Premium SSD LRS one Tl &

Create and attach a new disk Attach an existing disk

' Advanced

l < Previous H Next : Networking > A& Give feedback

Now click 'Next: Networking'. This will bring you to the following page:
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Home > loT Bridge for Snowflake (preview) >

Create a virtual machine X

Basics  Disks  Networking  Management Monitoring Advanced  Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more &

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * © [ (new) 1BSNOW-Test-vnet v
Create new
Subnet* @ [ (new) default (10.5.0.0/24) v
Public P © [ (new) 1BSNOW-Test-ip v
Create new
NIC network security group © O None
(® Basic
O Advanced
Public inbound ports * @ O None

(® Allow selected ports

Select inbound ports * [ssHe2 v

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Delete public IP and NIC when VM is
deleted ©

l < Previous H Next : Management > A& Give feedback

As shown in the page above, it is recommended to 'Delete public IP and NIC when VM is deleted'. Also, make sure port 22 is open to allow SSH access is
open to the VM. Then click 'Next: Management'. This will bring you to the following page:



A Create a virtual machine - Micre X

O & 32 https://portal.azure.com/#create/cirruslinksolutions1598993297919.ibsnow_v1_0_0-previewibsnow_v1_0_0 Did L .

i £ Search resources, services, and docs (G+, fnson@airus
Microsoft Azure (G+/) LINK SOLUTIONS (CIRI

Home > loT Bridge for Snowflake (preview) >

Create a virtual machine X

Basics  Disks  Networking Management  Monitoring ~ Advanced  Tags  Review + create
Configure management options for your VM.

Microsoft Defender for Cloud
Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
workloads. Learn more 7

@ Your subscription is protected by Microsoft Defender for Cloud basic plan.

Identity
Enable system assigned managed Od
identity ©

Azure AD
Login with Azure AD ©
A\ This image does not support Login with Azure AD.

Auto-shutdown

Enable auto-shutdown © OdJ

Guest OS updates

Patch orchestration options © [ image defaut -

@ Some patch orchestration options are not available for this image. Learn more &

[ <Previous [ Next: Monitoring > & Give feedback

In this 'Management' tab, you can accept the defaults or change any settings you require. This is true for the 'Monitoring', 'Advanced’, and 'Tags' tabs as
well. Select the defaults or change anything you require. Once complete, click 'Review + create'. This will bring you to the following page:
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Home > loT Bridge for Snowflake (preview) >

Create a virtual machine

@ validation passed

A\ You have set SSH port(s) open to the internet. This is only recommended for testing. If you want to change this setting, go
back to Basics tab.

Basics

Subscription Cirrus-Link-Primary-Subscription
Resource group (new) IBSNOW-Test

Virtual machine name IBSNOW-Test

Region East US

Availability options No infrastructure redundancy required
Security type Standard

Image Standard - Gen1

VM architecture x64

Size Standard B2s (2 vcpus, 4 GiB memory)
Authentication type SSH public key

Username ubuntu

Key pair name azure-testing

Public inbound ports SSH

Azure Spot No

m ‘ Download a template for automation A& Give feedback

Review the configuration and click 'Create' if everything looks good.

If validation of the configuration is successful, it will bring you to the following page:

[ XCN ) @ | A cCreatevm-cirruslinksolutions15' X+ v
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Home >

CreateVme-cirruslinksolutions1598993297919.ibsnow_-20230629105135 | Overview = - X

Deployment

[psearch ]« il Delete  Cancel edeploy & Download () Refresh

Overview

==« Deployment is in progress
5 Inputs

Deployment name: CreateVm-cirruslinksolutions1598993297919.ib... ~ Start time: 6/29/2023, 11:44:54 AM
Subscription: Cirrus-Link-Primary-Subscription Correlation ID: 1896b191-9ec-49db-917f-aa11d411348c [[] 0
Resource group: IBSNOW-Test

Y= Outputs

=] Template
pl .
Microsoft Defender for Cloud

~  Deployment details Secure your apps and infrastructure
Go to Microsoft Defender for Cloud >

Resource Type Status Operation details

Free Microsoft tutorials

©  IBSNOW-Test Microsoft. Compute/virtualMac... Created Operation details N

@ ibsnow-test475 Microsoft.Network/networklnt... Created Operation details
Work with an expert

@  IBSNOW-Test_DataDisk_0 Microsoft.Compute/disks oK Operation details Azure experts are service provider partners

@  1BSNOW-Test-vnet Microsoft.Network/virtualNet... ~OK Operation details who can help manage your assets on Azure
and be your first line of support.

@ 1BSNOW-Test-ip Microsoft.Network/publiclpAd... OK Operation details .
Find an Azure expert >

@ 1BSNOW-Test-nsg Microsoft Network/networkSe... OK Operation details

Deployment takes a few minutes to complete. Once it is complete, you will see the following:
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Home >
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7% Deployment

[0 search « Tl Delete incel (1) Redeploy L Download () Refresh

Overview .
@ Your deployment is complete

51 Inputs

= ouut D name: CreateVm-cirruslinksolutions1598993297919.ib... ~ Start time: 6/29/2023, 11:44:54 AM

o= Qutputs Subscription:  Cirrus-Link-Primary-Subscription Correlation ID: 1896b191-9ec9-49db-917f-aa11d411348c [[B]

2 Template Resource group: IBSNOW-Test

Cost Management
v Deployment details Get notified to stay within your budget and
prevent unexpected charges on your bill.
A Next steps Set up cost alerts >
Setup auto-shutdown Recommended
Monitor VM health, performance and network dependencies Recommended 0
Run a script inside the virtual machine Recommended Microsoft Defender for Cloud

Secure your apps and infrastructure

Create another VM Go to Microsoft Defender for Cloud >

Give feedback Free Microsoft tutorials

Start learning today >
& Tell us about your experience with deployment g today

Work with an expert
Now click the blue 'Go to resource' button. This will bring you to the following page:
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Home > CreateVm-cirruslinksolutions1598993297919.ibsnow_-20230629105135 | Overview >

L1 IBSNOW-Test = « - X

Virtual machine

« « Connect [> Start C' Restart [] Stop [ Capture [i] Delete () Refresh [] Openinmobile A7 Feedback [Z CLI/PS

K2 overview
A Essentials JSON View
Activity log
Resource group (move) : IBSNOW-Test Operating system : Linux (ubuntu 20.04)
Aa Access control (IAM)
Status : Running Size : Standard B2s (2 vcpus, 4 GiB memory)
@ Tags Location EastUS Public IP address : 17217121559
& Diagnose and solve problems Subscription (move)  : Cirrus-Link-Primary-Subscription Virtual network/subnet : IBSNOW-Test
Settings Subscription ID : eb40216b-6f65-43e1-b7cf-6f62be03922b DNS name + Not configured
. Health state ‘-
® Networking
Tags (edit) : Click here to add tags
& Connect 9 9
€ Disks . - - ) )
Properties ~ Monitoring Capabilities (7) Recommendations Tutorials
B size
©  Microsoft Defender for Cloud A virtual machine @ Networking
Computer name IBSNOW-Test Public IP address 172.171.215.59 ( Network interface ibsnow-test475 )
@ Advisor recommendations
Operating system Linux (ubuntu 20.04) Public IP address (IPv6) -
7] Extensions + applications
Image publisher cirruslinksolutions1598993297919 Private IP address 105.04
Wi Availability + scaling Image offer ibsnow_v1_0_0-preview Private IP address (Pv6) -
& Configuration Image plan ibsnow_v1_0_0 Virtual IBSNOW-Test
Identity VM generation 4 DNS name Configure

!I' Properties VM architecture X64

Note the 'Public IP address' above. This will be used for SSH access and configuration of the 10T bridge for Snowflake VM.

loT Bridge Configuration

For configuration details, please see: lot Bridge for Snowflake - Configuration

Reference Documentation

The 10T Bridge Quickstart Guide covers end to end setup of 10T Bridge including Edge setup, IB setup, and seeing data in Snowflake.


https://docs.chariot.io/display/CLD80/IBSNOW%3A+Configuration
https://docs.chariot.io/display/CLD80/IBSNOW%3A+AWS+Quickstart

The 10T Bridge Configuration Reference covers configuration options for the IoT Bridge Virtual Machine.
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