Troubleshooting Azure IoT Hub Connections

® Enable the IoT Hub Diagnostic settings

® Query the diagnostic logs
® Interpreting the query results
© 10T Hub Client collisions

Enable the 10T Hub Diagnostic settings

(1) Navigate to your Azure loT Hub and select "Diagnostic settings" from the Monitoring menu:
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(2) Select + Add diagnostic setting
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Diagnostic settings are used to cenfigure streaming export of platform logs and metrics for a resource to the destination of your choice. You may create up to five
different diagnestic settings to send different logs and metrics to independent destinations. Learn more about diagnostic settings
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Click 'Add Diagnostic setting' above to configure the collection of the following data:

* Connections
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(3) Select the Categories "Connections" and the Destination details "Send to Log Analytics workspace". Give your new diagnostic setting a name and

select "Save"
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A diagnostic setting specifies z list of categories of platform logs and/or metrics that you want to collect from a resource, JSON View

and one or more destinations that you would stream them to. Normal usage charges for the destination will occur. Learn
more about the different log categories and contents of those logs
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Query the diagnostic logs

(1) Navigate to your Azure loT Hub and select "Logs" from the Monitoring menu.

(2) Copy and paste the syntax below into the query window and select "Run”
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Interpreting the query results

loT Hub Client collisions

Errors would be returned for the device/client that included the following properties:

® OperationName = deviceDisconnect

® Level = Error

® ResultDescription = ConnectionForcefullyClosedOnNewConnection
® Properties_s = <will give you the device id and the IP address>
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