Publishing Data to Azure loT Edge

Prerequisites

Create an loT Hub Azure

Register an |oT Edge Device in IoT Hub

Install Azure Edge

Configure the CA certificates for the loT Device
Install Azure CLI on a development system

Summary
The tutorial will provide step by step instructions for the following:
® Configuring Azure 10T Hub to allow client connections to a deployed loT Edge Hub

® Connecting Azure Injector to the loT Edge Hub
® Publishing data from Azure Injector to Azure IoT Edge Hub and viewing the data

Tutorial

There are two primary ways to connect to an Azure Edge Hub via MQTT from an MQTT client. These are 'module’ or 'device' connections. A module
connection typically involves an application deployed as a docker container that runs in Azure Edge. This is the preferred way of connecting the Azure
Injector module to Azure Edge Hub. This tutorial will use this method for connecting to Azure IoT Edge.

After completing the prerequisites, you should have an loT Edge Device as shown below. In this example, it has a name of 'My-loT-Edge' and is listed
under the 10T Edge devices.
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Note this shows an error that the '417 - The device's deployment configuration is not set'. This can be fixed by creating a deployment configuration for this
Azure Edge Device.

Step 1: Create Deployment Configuration

Begin by clicking the Device in the Azure Portal. After doing so, you should see something similar to what is shown below.


https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-create-through-portal?view=iotedge-2020-11
https://docs.microsoft.com/en-us/azure/iot-edge/how-to-register-device?view=iotedge-2020-11&tabs=azure-portal
https://docs.microsoft.com/en-us/azure/iot-edge/how-to-install-iot-edge?view=iotedge-2020-11
https://docs.microsoft.com/en-us/azure/iot-edge/how-to-manage-device-certificates?view=iotedge-2020-11
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli
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[F save K5 Set modules JX\, Manage child devices H Troubleshoot Device twin Q Manage keys > O Refresh

Device ID @ | My-loT-Edge | ®
Primary key @ [ o] p
Secondary Key @ | ®| i
Primary Connection String @ | <m>| o
Secondary Connection String @ | ®| Iy
10T Edge Runtime Response @ | 417 -- The device's deployment configuration is not set | i
Enable connection to loT Hub @ @ Enable O Disable

Parent device @ No parent device

&

Madules loT Edge hub connections Deployments and Configurations

Name Type Specified in Deployment Reported by Device Runtime Status Exit Code
$edgeAgent loT Edge System Module © No v Yes running 0
$edgeHub Module Identity NA NA NA NA

Now click 'Set modules' in the upper left corner. That will open the following page.
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Modules Routes Review + create

Container Registry Credentials

You can specify credentials to container registries hosting module images. Listed credentials are used to retrieve modules with a matching
URL The Edge Agent will report error code 500 if it can't find a container registry setting for a module.

NAME ADDRESS USER NAME PASSWORD

Name ‘ | Address | ‘ User name ‘ | Password

loT Edge Modules
An loT Edge module is a Docker container you can deploy to loT Edge devices. It communicates with other modules and sends data to the
loT Edge runtime. Using this Ul you can import Azure Service loT Edge modules or specify the settings for an loT Edge module. Setting
modules on each device will be counted towards the quota and throttled based on the loT Hub tier and units. For example, for 51 tier,
modules can be set 10 times per second if no other updates are happening in the loT Hub. Learn more

Add ~ 51 Runtime Settings
NAME DESIRED STATUS

There are no listed loT Edge Modules.

Send usage data to Microsoft to help improve our products and services. Read our privacy statement to learn more. See detailsof what data
is collected.

Next Routes >

Add a new 'Container Registry Credentials' with the following parameters.

® Name: DockerHub
Address: https://registry.hub.docker.com/

® User Name: username
© Note the Ignition image is public and doesn't require a username and password to access. However, this field must be non-empty and

can be set to any non-empty value.

® Password: password
© Note the Ignition image is public and doesn't require a username and password to access. However, this field must be non-empty and

can be set to any non-empty value.

Now click the '+ Add' drop down under 'loT Edge Modules' and select 'loT Edge Module' as shown below.


https://registry.hub.docker.com/
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CirrusLinklotHub01

Modules Routes Review + create

Container Registry Credentials

You can specify credentials to container registries hosting module images. Listed credentials are used to retrieve modules with a matching
URL The Edge Agent will report error code 500 if it can't find a container registry setting for a module.

NAME ADDRESS USER NAME PASSWORD

‘ DockerHub ‘ | https://registry.hub.docker.com/ ‘ | username |

Name ‘ | User name | ‘ Password

loT Edge Modules

An loT Edge module is a Docker container you can deploy to loT Edge devices. It communicates with other modules and sends data to the
loT Edge runtime. Using this Ul you can import Azure Service loT Edge modules or specify the settings for an loT Edge module. Setting
modules on each device will be counted towards the quota and throttled based on the loT Hub tier and units. For example, for 51 tier,
modules can be set 10 times per second if no other updates are happening in the loT Hub. Learn more

-+ Add ~ {5 Runtime Settings

+ loT Edge Module DESIRED STATUS
Marketplace Module

Azure Stream Analytics Module

Send usage data to Microsoft to help improve our products and services. Read our privacy statement to learn more. See details of what data is

collected.

< Previous Next: Routes >

This will open the following page.
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® Set the following fields under 'Module Settings'.
© loT Edge Module Name: Ignition
© Image URI: inductiveautomation/ignition:8.1.x where x is the latest stable release from the 8.1.x branch.

@ The latest version is updated and available here: https://hub.docker.com/r/inductiveautomation/ignition

O Restart Policy: always
© Desired Status: running
© Image Pull Policy: On create
© Startup Order: 200
® Leave the 'Environment Variables' blank
® Under 'Container Create Options' set the following JSON as the value. The 'Binds' field is required and there to preserve Ignition configuration
across container deployments.


https://hub.docker.com/r/inductiveautomation/ignition

"Host Config": {
"Binds": [
"lgnitionData:/usr/local/bin/ignition/data"
I
"Port Bi ndi ngs": {
"8088/tcp": [
{
"Host Port": "8088"
}
I
"8043/tcp": [
{
"Host Port": "8043"
}
I
"8060/tcp": [

{
"HostPort": "8060"

® |eave the 'Module Twin Settings' blank

Finally, click 'Add'. After doing so you should see the following.
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Container Registry Credentials

You can specify credentials to container registries hosting module images. Listed credentials are used to retrieve modules with a matching
URL The Edge Agent will report error code 500 if it can't find a container registry setting for a module.

NAME ADDRESS USER NAME PASSWORD

‘ DockerHub ‘ | https://registry.hub.docker.com/ | ‘ username

| [Gsername

loT Edge Modules

An loT Edge module is a Docker cantainer you can deplay to loT Edge devices. It communicates with other modules and sends data to the
loT Edge runtime. Using this Ul you can import Azure Service loT Edge madules or specify the settings for an loT Edge module. Setting
madules on each device will be counted towards the quota and throttled based on the loT Hub tier and units. For example, for S1 tier,
modules can be set 10 times per second if no other updates are happening in the loT Hub. Learn more

~+ Add ~ 8% Runtime Settings

MAME DESIRED STATUS

Ignition running Til

Send usage data to Microsoft to help improve our products and services. Read our privacy statement to learn more. See detailsof what data
is collected.

Review + create Next: Routes >




Now click 'Next: Routes'. This will open the following page.
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Routes
You can set routes between modules, which gives you the flexibility to send messages where they need to go without the need
for additional services to process messages or to write additional code. Learn more

NAME VALUE PRIORITY TIME TO LIVE (SECS)

| rcut# I ‘ FROM /messages/* INTO Jupstream | | 4

| Route name |

Review + create | < Previous ‘ | Next: Review + create >

Leave the default route in place. This will allow messages to flow from Azure |oT Edge Hub to Azure 10T Hub. This feature will be used later in this tutorial.

Now click 'Review + create' in the lower left corner. This will bring up the following page.
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(2) Validation passed

Deployment

The text box below displays the deployment to be submitted.

1 i "
2 "modulesContent": {

3 "$edgeAgent”: {

4 “properties.desired": {

5 "modules”: {

6 "Ignition": {

7 "settings": {

8 "image": "inductiveautomation/ignition:8.1.7",

9 "createOptions": "{\"HostConfig\":{\"PortBindings\":{\"8@88/
10 h

11 “type": "docker",

12 “imagePullPolicy": “on-create",

13 “status": "running",

14 "restartPolicy": "always",

15 “version": “1.@"

16 ¥

17 1, =
18 "runtime”: {

19 "settings": {

20 "minDockerVersion": "v1.25",

21 "registryCredentials": {

22 "DockerHub™: {

23 “address": “https://reaistru.hub.docker.com/".

Next

Finally, click 'Create' in the lower left corner. This will deploy the Ignition module to Azure Edge. It takes a few minutes. You can use the 'Refresh’ button on
the Device page to check the status of the deployment. Once Ignition has successfully deployed, you should see the following. Specifically note that
$edgeHub and 'Ignition’ now show a 'Runtime Status' of 'running'.
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Modules loT Edge hub connections Deployments and Configurations

Name

fedgeAgent

$edgeHub

Ignition

Type Specified in Deployment
loT Edge System Module v Yes
loT Edge System Module v Yes
loT Edge Custom Module v Yes

Reported by Device

v Yes

¥ Yes

v Yes

Runtime Status

running

running

running

Exit Code

Now click the 'Ignition' module link near the bottom of the page. This will open the following page.
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Ignition

[
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Module Identity Name () ‘ My-loT-Edge/Ignition i) |
Secondary key (O o Lol .
Connection string (primary key) @ o e - T @
Connection string (secondary key) (D~ FiTEmmmmmmS S ass Frmmm @ .
loT Edge Module Settings  Container Create Options Environment Variables
Setting Name Desired Value Reported Value
Image URI ‘ inductiveautomation/ignition:8.1.7 n ‘ ‘ inductiveautomation/ignition:8.1.7 n ‘
Version ‘ 10 s} ‘ ‘ 10 s} ‘
Type ‘ docker n ‘ ‘ docker n ‘
Restart Policy ‘ always s} ‘ ‘ always s} ‘
Last Start Time UTC N/A ‘ Mon Jul 26 2021 21:37:41 GMT-0700 (Pacific Daylight Time) n ‘
Status Description N/A ‘ running s} ‘
Runtime Status N/A ‘ running [y ‘
Last Exit Time UTC N/A [- |
Exit Code N/A [~ o]

Copy the 'Connection string (primary key)' and save it for later use. This will be used in the Ignition configuration to establish an MQTT Connection from
Ignition's Azure Injector module to Azure loT Edge Hub.
Step 2: Install Ignition

At this point, Ignition is running as a Docker container in Azure Edge. You should be able to browse to http://[ip_address_of_azure_edge]:8088. Replace
[ip_address_of_azure_edge] with the IP address of your Azure Edge system. You should see something similar to the following.
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Follow the steps in the Installing Ignition documentation and select either Ignition or Ignition Edge for this tutorial.

Step 3: Install and configure the Azure Injector Module
Follow the steps in the Module Installation guide to install the latest Azure Injector Module.

Now select 'Settings' under the Azure Injector section in the left navigation panel near the bottom. After doing so, you should see the following page.


https://www.docs.inductiveautomation.com/docs/8.1/getting-started/installing-and-upgrading#install-ignition
https://docs.chariot.io/display/CLD80/Module+Installation

B4 1gnition Gateway - Ignition Gate X +

O D localhost

Zadmin | LogOut

Help @ Get Designer
@ Config > > Azure Injector Settings

Trial Mode 1:59:48 We're glad you're test driving our software. Have fun

Home.

General Azure IoT Hubs Azure loT Edges Azure Event Hubs Azure loT Central Sets Tag Agents

Enabled [ Enable the Azure Injector module

Save Changes

Note: For additional details on configuring Azure Injector, see the documentation
here

Now select 'Azure 10T Edges' from the tabs near the top of the page. This will open the following page.

M 1anition Gateway - Ignition Gate X +

O D localhost

Log Out >

Help®

Trial Mode 1:36:38 We're glad you're test driving our software. Have fun.

@ Config > > Azure Injector Settings

General Azure loT Hubs Azure loT Edges Azure Event Hubs Azure loT Central Sets TagAgents
Settings Certificates
Setting Name Enabled Set Automatic Store & Forward Enabled Status

Mo Azure loT Edge Settings

- Create new Azure loT Edge Setting...

SECURITY

eral

Auditi

Now select the 'Certificates' tab next to 'Settings'. This will show the following page.
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Zadmin | LogOut
Help @ Get Designer
@ Config > > Azure Injector Settings

Trial Mode 1:35:81 We're glad you're test driving our software. Have fun

General Azure loT Hubs Azure loT Edges Azure Event Hubs Azure loT Central Sets Tag Agents

Settings Certificates

Friendly Name Certificate Filename File Description

No Certificates

- Create new Certificate...

Note: For additional details on configuring MQTT Transmission, see the
documentation here

localhost:8088/web/config/azure. azureinjectorSettings?19-10.1LinkListener-config~contents-config~contents-tab-2-tablink

Click 'Create new Certificate'. Then browse to the Azure 10T Edge Device Root CA that you provisioned during the installation and configuration of the
Azure 10T Edge Device. Give it a friendly name as shown below.
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O D localhost

Zadmin | LogOut
Help @ Get Designer
@ Config > > Azure Injector Settings

Trial Mode 1:48:85 We're glad you're test driving our software. Have fun

General Azure 10T Hubs Azure loT Edges Azure Event Hubs Azure loT Central Sets Tag Agents

Settings Certificates
Certificate File ‘ Browse. ot-edge-device-ca-CA.cert.pem

Upload The certificate file or private key to upload

|oT Edge Device Root CA
The friendly name of this certificate file or private key

Friendly Name

File Description
The description of this certificate file or private key

Create New Cert




Now click ‘Create New Certificate’. After doing so you should see something similar to the following.
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WA 1gnition Gateway - Ignition Gat

9]

D localhost

& Ignition Gateway

/

Ignition\

@ Config >
SYSTEM

Trial Mode 1:

General

Settings

> Azure Injector Settings

9:17 We're glad you're test driving our software. Have fun

Friendly Name

loT Edge Device Root CA

- Create new Certificate...

2 %

Zadmin | LogOut>
Get Designer

Activate Ignition

Help @

Azure 10T Hubs Azure 0T Edges Azure Event Hubs Azure loT Central Sets Tag Agents

Certificates

' Successfully created new Certificate "IoT Edge Device Root CA"

Certificate Filename File Description

iot-edge-device-ca-CA.cert.pem

Now select the 'Settings' tab directly to the left of the 'Certificates' tab. Then click the ‘Create new Azure loT Edge Setting..." link. This will open the

following page.

+

B4 1gnition Gateway - Ignition Gat.

9]

O localhost

Ladmin | LogOut

@ Config »

Home

Trial Mode 1:

i
Status

General

Settings

Setting Name

:55 We're glad you're test driving our software. Have fun

Azure loT Hubs

Help @ Get Designer

» Azure Injector Settings

Activate Ignition

Azure loT Edges Azure Event Hubs Azure loT Central Tag Agents

Certificates

Afriendly name for this Azure loT Edge setting

Enabled

[ Enable this setting

Set

Default
The Set this loT Edge is associated with

v

Automatic

[JIf true, Azure Edge environment variables will be used as the connection parameters rather than those defined in the Connectivity and
Authentication sections of this configuration

Set the following parameters in the form (leave all others in their default state)

® Main Section
O Setting Name: Azure loT Edge

® Authentication Section

© Password: The Connection String associated with the 'Ignition' module you captured earlier in this tutorial.
© CA Certificate File: The 'loT Edge Device Root CA' created in the previous step




After the parameters are set, click the 'Save Changes' button at the bottom of the page. After doing so, you should see the following.

nition Gateway - Ignition Gate X =+

O D localhost = (S

Zadmin | LogOut>
Help @ Get Designer

Trial Mode 8:59:38 We're glad you're test driving our software. Have fun

@ Config > > Azure Injector Settings

Home

Status —

General Azure loT Hubs Azure loT Edges Azure Event Hubs Azure loT Central Sets Tag Agents

settings Certificates

' successfully updated Azure IoT Edge Setting "Azure loT Edge""
Setting Name Enabled Set Automatic Store & Forward Enabled Status

Azure loT Edge true Default false false Connected
Email Setti

= Create new Azure loT Edge Setting...

If everything went well, you should also see 'Connected' under the Status column.

1 The status may take a couple of seconds to switch to a Connected status.

@ If the Status does not show connected, browse to the Ignition 'Status Logs' page to see any errors that may provide clues as to why the
connection failed. Common issues include:

® Mis-configured certificates resulting in TLS errors
O Reuvisit this page if this is the case.

® Firewall issues
O Make sure the MQTTS port (usually 8883) is open all the way to the Azure Edge Hub

Step 4: Create tags to be published in Designer

Once the system is showing connected, tags can be created in Ignition Designer. Review the Inductive Automation documentation for Launching Designer
against the Ignition gateway

When the Azure Injector modules is installed in Ignition, an Edge Node folder is automatically created in the 'default' Ignition tag provider.


https://www.docs.inductiveautomation.com/docs/8.1/ignition-modules/perspective/perspective-sessions#launching-a-session-from-the-designer
https://docs.microsoft.com/en-us/azure/iot-edge/how-to-manage-device-certificates?view=iotedge-2020-11

S = T B B . T I R A

Tag Browser g - X S
+- Q o ‘default v| i~ ]
Tags UDT Definitions
Tag Value Data Type
im Edge Nodes
i=
am 199 / 1024 mh‘ =4

Create a tree structure under this folder as shown below with a memory tags - this folder structure creates the same hierarchy that is described in the
Sparkplug B specification of Group 1D, Edge ID, and Device ID.

@ Refer to the Ignition Tag Browser and Creating Tags documentation for assistance in configuring Ignition tags



https://www.docs.inductiveautomation.com/docs/8.1/platform/tags/tag-browser
https://www.docs.inductiveautomation.com/docs/8.1/platform/tags/creating-tags

[ @ samplequickstart - Ignition Gateway - Ignition Designer

H M ik | 1b
Tag Browser a - X X
+- Q O | default v | i~ ,
Tags UDT Definitions
Tag Value Data Type

+ @ Edge Nodes
« @ My Group

~ W El
« mw My Device
b g% My Tag 123 Integer
- 206 / 1024 mb | 2£

Step 5: Publishing data

Using the Azure Command Line tools you previously installed on a development machine (from the prereqgs here), run the following command

az iot hub nmonitor-events --hub-name YOUR HUB_NAME - -consuner-group YOUR CONSUVER GROUP --tineout O

You should see a message denoting the monitor is running as follows

Starting event nonitor, use ctrl-c to stop...

When the Azure Injector module is installed in Ignition, an Azure Injector tag provider is automatically created. This folder will contain both information tags
about the module's version and state, as well as control tags for refreshing the module and Tag Agents.

Make sure that the Ignition Designer has read/write communications turned on by selecting the Project/Comm Read/Write button highlighted in the image
below.



i oe samplequickstart - Ignition - Ignition Designer

TEIERIEEEIE W 1
Tag Browser — g _ X -
+- Q o ‘Azure Injector v| i- S
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S

.
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@ Review the Inductive Designer Interface documentation for additional assistance on setting the project communication mode

To refresh the default Tag Agent, open the folder "Azure Injector Control" and click on the Refresh Boolean. When this happens, the Tag Agent will scan
the "Edge Nodes" folder and publish the Sparkplug BIRTH sequence to the Azure 10T Edge Hub.


https://www.docs.inductiveautomation.com/docs/8.1/ignition-modules/vision/vision-designer-interface

[ @ samplequickstart - Ignition Gateway - Ignition Designer

H i dk | 1b
Tag Browser a - X X
+- Q. O  Azure Injector v| - .

Tags UDT Definitions
Tag Value Data Type
+ @ Azure Injector Control
b % Refresh Boolean

b il Azure Injector Info

am 210 / 1024 mb | 22

1 The Boolean tag will not change to true. This is really a one-shot and as a result, the tag will not change to true.

In the Azure CLI event monitor output you should see the following:

"event": {

"origin": "My-IoT-Edge",

"payload": "{\"topic\":{\"nanespace\":\"spBv1l. 0\",\"edgeNodeDescriptor\":\"My G oup/ My Edge Node\",6\"
groupld\":\"My Goup\",\"edgeNodel d\":\"My Edge Node\",\"type\":\"NBIRTH "}, \"payl oad\": {\"tinestanp\":
1627401528598, \"nmetrics\":[{\"nanme\":\"bdSeq\",\"ti mestanp\": 1627401528573, \ "dat aType\":\"I nt 64\ ", \"val ue\": 0}],
\"seq\":0}}"

}
}
{

"event": {
"origin": "My-10T-Edge",
"payload": "{\"topic\":{\"nanespace\":\"spBv1l. 0\",\"edgeNodeDescriptor\":\"My G oup/ My Edge Node\",6\"
groupld\":\"My Group\",\"edgeNodel d\":\"My Edge Node\",\"deviceld\":\"My Device\",\"type\":\"DBIRTH "}, \"
payl oad\": {\"tinmestanp\": 1627401528604, \"nmetrics\":[{\"nane\":\"MWy Tag\",\"tinmestanp\": 1627401528604, \"
dataType\":\"Int32\",\"nmetaData\": {},\"properties\":{\"Quality\":{\"type\":\"Int32\",\"val ue\":192}},\"val ue\":
123}],\"seq\": 1}}"
}
}



The messages flowing into Azure IoT Edge Hub are also automatically routed to Azure IoT Hub because of the module deployment that was specified in
the Azure loT Edge.

Step 6: Force a data change

At this point you can also change the value of the tag that was created in Designer. The messages coming out of Azure Injector are 'event driven' meaning
that a tag must change for data to flow. Changing the tag value to 122 results in the following message going to Azure Event Hub.

"event": {
"origin": "My-IoT-Edge",
"payload": "{\"topic\":{\"nanespace\":\"spBv1l. 0\",\"edgeNodeDescriptor\":\"My G oup/ My Edge Node\",6\"
groupld\":\"My G oup\",\"edgeNodel d\":\"My Edge Node\",\"deviceld\":\"My Device\",\"type\":\"DDATA\ "}, \"
payl oad\": {\"tinestanmp\": 1627403950739, \"netrics\":[{\"name\":\"My Tag\",\"ti mestanp\": 1627403949486, \"
dataType\":\"Int32\",\"val ue\": 122}],\"seq\": 2} }"
}
}

Additional Resources

® Inductive Automation's Ignition download with free trial
© Current Ignition Release
® Cirrus Link Solutions Modules for Ignition
O Ignition Strategic Partner Modules
® Support questions
© Check out the Cirrus Link Forum: https:/forum.cirrus-link.com/
O Contact support: support@cirrus-link.com
® Sales questions
© Email: sales@cirrus-link.com
© Phone: +1 (844) 924-7787
® About Cirrus Link
O https://www.cirrus-link.com/about-us/
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