AZI: Python Scripting

The following API calls are available for the Azure Injector Module and can be executed within any of the available Ignition scopes.

createConfig
readConfig
updateConfig
deleteConfig

APl s

® systemcirruslink.azure. createConfig(type, props) void
© Paraneters

" type (str)

® The type of configuration to create with valid options:

"Cert Files"
"1 oT Hubs"
"1oT Edges"

"Event Hubs"

" Agent s
"Sets"

" Map props

0]
0]
0]
© "l oT Central s"
0]
0]
0]

® Dictionary of properties nmaking up the configuration with the follow ng keys and

dat at ypes:

© Cert Files

" Nanme (str)

" FileName (str)

" FileContents (str)
® Description (str)

© 1 oT Hubs

© loT

" 1d (long)

" Nane (str)

" Enabl ed (bool)

" Protocol (str) "MJIT"

" AzureSetld (long)(nmust be included)
" Cert Aut hEnabl ed (bool)
® ConnectionString (str)
" Mytt Host name (str)

" Deviceld (str)

" CaCertFileld (long)

" dientCertFileld (long)
" dientPrivateKeyFileld (Ilong)
" CientKeyPassword (str)
" Hi storyEnabl ed (bool)

" HistoryStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)

" MessageCapacity (int)(deprecated 4.0.19)

" HistoryMaxAge (int)(added 4.0.19)

" FlushPeriod (Iong)

" KeepAlive (int)

" MaxSize (int)

" Expiration (long)

" Content Type (str) "NONE' or "APPLI CATI ON_JSON'

" ContentEncoding (str) "NONE', "UTF_8", "UTF_16", or "UTF_32"

" AzureDateTimeFormat (str) "LONG MS_SI NCE_EPOCH' or "STRI NG AZURE_COWPAT"
" CustoniTopi cExtension (str)

Edges

" Id (long)

" Nanme (str)

" Enabl ed (bool)

" Protocol (str) "MJIT"

" AzureSetld (long)(must be included)
" MyttServerUrl (str)

" Cert Aut hEnabl ed (bool)
" ConnectionString (str)
" CaCertFileld (long)

" dientCertFileld (long)
" ClientPrivateKeyFileld (Ilong)

" CientKeyPassword (str)

" HostnanmeVerification (bool)

" Mytt Host name (str)

" Deviceld (str)

" Modul el dOption (str) "NONE", "ENVI RONVENT_VARI ABLE" or "I GNI TI ON_CONFI G'
" Moduleld (str)

" Hi storyEnabl ed (bool)

" HistoryStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
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MessageCapacity (int)(deprecated 4.0.19)

Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeri od (I ong)

KeepAlive (int)

MaxSi ze (int)

Expiration (Ilong)

Cont ent Type (str) "NONE" or "APPLI CATI ON_JSON'

Cont ent Encodi ng (str) "NONE', "UTF_8", "UTF_16", or "UTF_32"

Azur eDat eTi neFormat (str) "LONG MS_SI NCE_EPOCH' or " STRI NG AZURE_COWPAT"
Cust oniTopi cExtension (str)

ntrals

Id (Long)

Name (str)

Enabl ed (bool)

Scopeld (str)

Enr ol | ment G oupSymmet ri cKey (str)

G obal Endpoi nt (str)

Provi si onedDevi celd (str)

Model I d (str)

AureSet|d (long)(must be included)

Hi st or yEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
MessageCapacity (int)(deprecated 4.0.19)

Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeriod (Iong)

Maxi munSi ze (int)

Azur eDat eTi neFormat (str) "LONG Ms_SI NCE_EPCOH' or " STRI NG AZURE_COWPAT"

© Event Hubs

© Agent

© Sets

© Return Val ue

Id (1ong)

Nanme (str)

Enabl ed (bool)

Azur eSet | d(I ong) (must be i ncl uded)

ConnectionString (str)

Hi st oryEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
MessageCapacity (int)(deprecated 4.0.19)

Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeriod (Iong)

MaxSi ze (int)

Azur eDat eTi neFormat (str) "LONG Ms_SI NCE_EPOCH' or " STRI NG AZURE_COWPAT"

Id (1ong)

Nane (str) (added 4.0.17)

Enabl ed (bool) (added 4.0.17)
TagProvi der (str)

TagPath (str)

PushTrigger (str) "EVENT_DRI VEN' or "PERI ODI C'
TagPaci ngPeri od (I ong)

Convert Udts (bool)

Publ i shudt Defi ni tions (bool)

Optim zeUdts (bool)

AzureSet|d (long)(must be included)
Goupld (str)

EdgeNodel d (str)

Devi celd (str)

FilteredProperties (str)

Id (1ong)

Nane (str)

Description (str)

PushPolicy (str) "PUSH TO ALL" or "PUSH TO ANY"

" A map representing the newy created configuration after it has been witten to the database.

(added 4.0. 16)

® systemcirruslink.azure.readConfig(type) List

© Paraneters
" type (str)

® The type of configuration to read with valid options:

"Ceneral "
"Cert Files"
"10oT Hubs"

"l oT Central s"

"Eve

nt

Hubs"

"Agent s"

" Set
© Return Val ue

o]
o]
o]
© "] oT Edges"
o]
o]
o]
o]

s"

" A List of Dictionaries of properties making up the configurations with the follow ng keys and

dat at ypes:



® General
[0

[0
® Cert Fi
[0
[0
[¢]
[0

I'd (1ong)

Enabl ed (bool)
les

Name (str)

Fi |l eName (str)

Fil eContents (str)
Description (str)

® | oT Hubs

[e]
o
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
o
[e]
[e]
[e]
(o)
[e]
[e]
[e]

Id (1ong)

Nane (str)

Enabl ed (str)

Protocol (str) "MJIT"

AzureSetld (Iong)

Cer t Aut hEnabl ed (bool)

ConnectionString (str)

Mgt t Host nane (str)

Deviceld (str)

CaCertFileld (1ong)

ClientCertFileld (long)

ClientPrivateKeyFileld (Iong)

Cli ent KeyPassword (str)

Hi st oryEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
MessageCapacity (int)(deprecated 4.0.19)

Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeri od (I ong)

KeepAlive (int)

MaxSi ze (int)

Expiration (Ilong)

Cont ent Type (str) "NONE" or "APPLI CATI ON_JSON'

Cont ent Encoding (str) "NONE', "UTF_8", "UTF_16", or "UTF_32"
Azur eDat eTi neFormat (str) "LONG MS_SI NCE_EPOCH' or " STRI NG AZURE_COWPAT"
Cust oniTopi cExtension (str)

® 10T Edges

[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]

Id (1ong)

Name (str)

Enabl ed (str)

Protocol (str) "MJTT"

AzureSet|d (Ilong)

Myt t Server Url (str)

Cert Aut hEnabl ed (bool)

ConnectionString (str)

CaCertFileld (1ong)

ClientCertFileld (long)

ClientPrivateKeyFileld (Iong)

Cl i ent KeyPassword (str)

Host nanmeVeri fication (bool)

Mgt t Host nane (str)

Deviceld (str)

Modul el dOption (str) "NONE', "ENVI RONMENT_VARI ABLE" or "I GN TI ON_CONFI G'
Modul el d (str)

Hi st or yEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
MessageCapacity (int)(deprecated 4.0.19)

Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeriod (Iong)

KeepAlive (int)

MaxSi ze (int)

Expi rati on (I ong)

Cont ent Type (str) "NONE' or "APPLI CATI ON_JSON'

Cont ent Encodi ng (str) "NONE', "UTF_8", "UTF_16", or "UTF_32"

Azur eDat eTi neFormat (str) "LONG Ms_SI NCE_EPOCH' or " STRI NG AZURE_COWPAT"
Cust onmTopi cExt ensi on (str)

® | oT Centrals

[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]
[e]

Id (1ong)

Nane (str)

Enabl ed (bool)

Scopel d (str)

Enrol | ment G oupSynmmet ri cKey (str)

d obal Endpoi nt (str)

Provi si onedDevi celd (str)

Model Id (str)

AzureSetld (str)

Hi st oryEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
MessageCapacity (int)(deprecated 4.0.19)
Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeri od (I ong)



© Maxi munSi ze (int)
© AzureDat eTi meFormat (str) "LONG MS_SI NCE_EPOCK" or "STRI NG AZURE COVPAT"
® Event Hubs
°1d (long)
© Name (str)
© Enabled (str)
© ConnectionString (str)
© Hi storyEnabl ed (bool)
© HistoryStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
© MessageCapacity (int)(deprecated 4.0.19)
O Hi storyMaxAge (int)(added 4.0.19)
© FlushPeriod (Iong)
© MaxSize (int)
© AzureDat eTi meFormat (str) "LONG M5_SI NCE_EPOCH' or "STRI NG AZURE COVPAT"
® Agents
°1d (long)
© Name (str) (added 4.0.17)
© Enabl ed (bool) (added 4.0.17)
© TagProvider (str)
© TagPath (str)
© PushTrigger (str) "EVENT_DRI VEN' or "PERI CDI C'
© TagPaci ngPeriod (I ong)
© ConvertUdts (bool)
© Publ i shudt Definitions (bool)
© OptimzeUdts (bool)
© AzureSetld (long)
O Goupld (str)
© EdgeNodel d (str)
© Deviceld (str)
© FilteredProperties (str)
® Sets
°1d (long)
© Name (str)
© Description (str)
© pushPolicy (str) "PUSH TO ALL" or "PUSH TO ANY"
® systemcirruslink.azure. updateConfig(type, id, collisionPolicy, props) void
© Paraneters
" Type (str)
® The type of configuration to update with valid options:

© "Ceneral "
© "Cert Files"
© "1 oT Hubs"
© "|oT Edges"
© "]oT Central s"
© "Event Hubs"
© "Agents"
© "Sets"
" 1d (long)
® The ID of the record to update
" col lisionPolicy(str)
® "MergeOverwrite" or "Overwite"
© "MergeOverwrite" will replace the existing properties in the record IDwth only
those included in the call
O "Overwite" will replace all properties in the record IDwith those in the call
" Map props
® Dictionary of properties making up the configuration with the follow ng keys and
dat at ypes:
© General
" 1d (long)
" Enabl ed (bool)
© Cert Files
" Nane (str)
" FileName (str)
" FileContents (str)
" Description (str)
© 10T Hubs
" 1d (long)
" Nane (str)
" Enabled (str)
" Protocol (str) "MJIT"
" AzureSetld (Iong)
" Cert Aut hEnabl ed (bool)
" ConnectionString (str)
" Mytt Host name (str)
" Deviceld (str)
" CaCertFileld (long)
" dientCertFileld (long)
" ClientPrivateKeyFileld (Ilong)
" CientKeyPassword (str)



Hi st or yEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
MessageCapacity (int)(deprecated 4.0.19)

Hi st oryMaxAge (int) (added 4.0.19)

Fl ushPeriod (Iong)

KeepAlive (int)

MaxSi ze (int)

Expi rati on (I ong)

Cont ent Type (str) "NONE' or "APPLI CATI ON_JSON'

Cont ent Encodi ng (str) "NONE', "UTF_8", "UTF_16", or "UTF_32"

Azur eDat eTi neFormat (str) "LONG Ms_SI NCE_EPOCH' or " STRI NG AZURE_COWPAT"
Cust omTopi cExt ensi on (str)

© 10T Edges

© Event

n
n
n
| |
n
n
n
| |
n
n
n

© Agent

S
[ ]
[ ]
[ ]
]
[ ]
[ ]
[ ]
]

Id (1ong)

Nane (str)

Enabl ed (str)

Protocol (str) "MJTT"

AzureSet|d (I|ong)

Mytt ServerUrl (str)

Cer t Aut hEnabl ed (bool)

ConnectionString (str)

CaCertFileld (Iong)

ClientCertFileld (long)

ClientPrivateKeyFileld (long)

Cl i ent KeyPassword (str)

Host nameVeri ficati on (bool)

Myt t Host nane (str)

Deviceld (str)

Modul el dOption (str) "NONE', "ENVI RONMENT_VARI ABLE" or "1 GNI TI ON_CONFI G'
Modul el d (str)

Hi st oryEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Disk_Backed" (added 4.0.17)
MessageCapacity (int)(deprecated 4.0.19)

Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeri od (I ong)

KeepAlive (int)

MaxSi ze (int)

Expiration (Ilong)

Cont ent Type (str) "NONE" or "APPLI CATI ON_JSON'

Cont ent Encoding (str) "NONE', "UTF_8", "UTF_16", or "UTF_32"

Azur eDat eTi neFormat (str) "LONG MS_SI NCE_EPOCH' or " STRI NG AZURE_COWPAT"
Cust oniTopi cExtension (str)

ntrals

Id (1ong)

Name (str)

Enabl ed (bool)

Scopeld (str)

Enr ol | ment G oupSymmet ri cKey (str)

GQ obal Endpoi nt (str)

Model I'd (str)

AzureSet!ld (long)

Hi st oryEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Di sk_Backed" (added 4.0.17)
MessageCapacity (int)(depreacted 4.0.19)

Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeri od (I ong)

Maxi munSi ze (int)

Azur eDat eTi neFor mat (str) "LONG MS_SI NCE_EPCCH' or " STRI NG AZURE_COWPAT"
Hubs

Id (1ong)

Name (str)

Enabl ed (str)

ConnectionString (str)

Hi st oryEnabl ed (bool)

Hi storyStoreType (str) "In_Menory" or "Di sk_Backed" (added 4.0.17)
MessageCapacity (int)(deprecated 4.0.19)

Hi st oryMaxAge (int)(added 4.0.19)

Fl ushPeri od (I ong)

MaxSi ze (int)

Azur eDat eTi neFor mat (str) "LONG MS_SI NCE_EPCCH' or " STRI NG AZURE_COWPAT"

Id (1ong)

Narme (str) (added 4.0.17)

Enabl ed (bool) (added 4.0.17)

TagProvi der (str)

TagPath (str)

PushTrigger (str) "EVENT_DRI VEN' or "PERI CDI C'
TagPaci ngPeri od (I ong)

ConvertUdts (bool)



Publ i shUudt Defi nitions (bool)
Optimi zeUdts (bool)
AzureSetld (long)

G oupld (str)

EdgeNodel d (str)

Deviceld (str)
FilteredProperties (str)

O Sets

Id (1ong)

Name (str)

Description (str)

PushPolicy (str) "PUSH TO ALL" or "PUSH TO ANY"

© Return Val ue
" A map representing the updated configuration after it has been witten to the database. (added
4.0.16)
® systemcirruslink.azure. del eteConfig(type, id) void
© Paraneters
" Type (str)
® The type of configuration to delete with valid options:

© "Cert Files"
© "1 oT Hubs"
© "|oT Edges"
© "]oT Central s"
© "Event Hubs"
© "Agents"
© "Sets"

" 1d (long)

® The ID of the record to delete

© Return Val ue

" True if the record was successfully del eted otherw se Fal se (added 4. 0. 16)

Sample Script

@ Cirrus Link provides these scripts as examples only, they are not supported or guaranteed to meet any particular functionality. Cirrus Link
cannot provide any assistance to modify these scripts to meet a particular need.

# Cirrus Link provides these scripts as exanples only, they are not supported or guaranteed to neet any
particular functionality. Crrus Link cannot provide any assistance to nodify these scripts to neet a
particul ar need
# Update Certificates
# Get |Id for current certificate
savedCerts = systemcirruslink.azure.readConfig("Cert Files")
for config in savedCerts:
if config["Nanme"] == "My current cert nane":
certld = config["1d"]

# Read New Cert File
devi ceCaCertFil ePath = "/path/to/your/certs/iot-edge-device-ca-CA cert. pent
devi ceCaCert = open(deviceCaCertFilePath, 'r').read()

# Update existing cert config using MergeOverwite

certProps = {}

certProps["Fil eContents"] = deviceCaCert

system cirruslink.azure. updateConfig(“Cert Files”, certld, “MergeQverwite”, certProps)
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