IBAZ: Configuration

Configuration Options

10T Bridge for Azure is configured with a configuration file on the filesystem of the Azure VM instance. If you are unfamiliar with how to access the instance
see this page for instructions.

After modifying the configuration the application must be restarted. This can be done with the following command.

sudo systenctl restart ibaz

The path to the configuration file is:

/opt/ibaz/conf/ibaz.properties

@ Valid characters include the following characters: A-Za-z0-9-.+% _#*21(), =@ $

Once you open the file, you will see the following options:

# A unique nane for this |IBAZ instance
i baz_i nstance_nane = nane

# Domai n
domai n = domai n

# The tenant 1D of the application
# This can be found as the 'Tenant ID in the 'Mcrosoft Entra ID section of the Azure Portal
tenant_id = tenant_id

# The client ID of the application

# This is the "Application (client) ID of an 'App Registration' in the Azure Portal. It also nust be an 'Azure
Digital Twins Data Omer' of the Azure Digital Tw ns instance.

app_client_id = app_client_id

# The secret value for the AAD application

# This is the client sectet associated with the 'Application (client) ID above. Make sure to specify the
actual value of the secret and not the 'ID of the secret. Also, ensure it is not expired.

client_secret = client_secret

# ADT Endpoi nt
adt _endpoi nt = endpoi nt

# MJIT Server definitions. |oT Bridge for Snowflake supports nultiple MJITT Servers. Each definition nust
include and 'index' as shown

# bel ow represented by 'X' . The first should begin with 1 and each additional server definition should have an
index of 1 greater

# than the previous.

# mott_server_url. X # The MQJIT Server URL

# mgtt_server_nane. X # The MJIT Server name

# ngtt_usernane. X # The MQIT usernanme (if required by the MJIT Server)

# mgtt_password. X # The MQJTT password (if required by the MJIT Server)

# mgtt_keepal i ve_tinmeout. X # The MJIT keep-alive tineout in seconds

# ngtt_ca_cert_chai n_path. X # The path to the TLS Certificate Authority certificate chain

# mytt_client_cert_path. X # The path to the TLS certificate

# nmott_client_private_key_path. X # The path to the TLS private key

# mott_client_private_key_password. X # The TLS private key password

# mgtt_verify_host name. X # Whether or not to verify the hostnane against the server certificate
# mott_client_id. X # The Cient 1D of the MJIT Cient

# mgtt_sparkpl ug_subscri ptions. X # The Sparkplug subscriptions to i ssue when connecting to the MJIT
Server.

# By default this is spBvl.0/# but can be scoped nore narrowy (e.g.
spBv1l. 0/ G oupl/ #)

# 1t can also be a comma separated list (e.g. spBvl.0/ G oupl/#, spBvl. 0
| Group2/ #)
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mytt_server _url.1 = ssl://REPLACE_W TH_MJIT_SERVER ENDPO NT: 8883
mytt_server_nanme.1 = My MJTT Server

ngt t _spar kpl ug_subscriptions.1 = spBvl. 0/ #

#mtt_keepal ive_tinmeout.1 = 30

#mtt _verify_hostnane.1 = true

#mgtt _usernane. 1 =

#mtt_password. 1 =

#mytt _ca_cert_chain_path.1 = /opt/ibaz/conf/certs/
#mgtt_client_cert_path.1 = /opt/ibaz/conf/certs/
#mgtt_client_private_key_path.1 = /opt/ibaz/conf/certs/
#mtt_client_private_key_password.1 =
#mtt_client_id. 1 =

# Whether or not to block auto-rebirth requests
#bl ock_auto_rebirth = fal se

# The primary host IDif this is the acting prinmary host
#primary_host _id =

# The maxi mum anpbunt of tine (nms) to wait for a Sparkplug BIRTH nessage to finish processing (default 30 mn)
#max_birth_processing_tine = 108000000

# The anmount of time (nms) to wait/delay after a Sparkplug DBIRTH is received to allow for processing
birth_processing_wait_tine = 100

# The interval (ms) to check if a Sparkplug NBIRTH has finished processing (default 100 ms)
#bi rt h_processi ng_check_i nterval = 100

# String and character conversion

# Note: for space characters use \uOOAO
string_convert_0O_source = \uOOAO
string_convert_0_replacement = _
string_convert_0O_regex = fal se
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