Configuring the MQTT Modules to use a non Ignition
generated Self-Signed Certificate

Self-signed certificates can be used with Ignition and the Cirrus Link modules and they are useful for testing environments and non-public networks.

@ Self-signed certificates should not be used in a production environment on a public network.

Ignition has made it simple to load a self-signed certificate through the Setup SSL / TLS wizard but there are additional steps needed to create and use a
CA Certificate chain with the MQTT modules.

The CA Certificate chain will comprise of all Intermediate CA certificates, in order, and the Root CA concatenated into a single cert file.

SSL/TLS Enable the Ignition Web Server

Review the following list for the required certificates:

Private Key

Certificate

Any Intermediate CA Certificates
Root CA Certificate

Follow the steps outlined in the Ignition Secure Communication (SSL / TLS) document using the Certification wizard to import the certificates needed to
SSL enable the Ignition Web Server.

You will be warned of a Potential Security Risk and will need to Accept the Risk and Continue

&\ Warning: Potential Security Risk % +

Ga Not Secure  hittps://

A Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to localhost. If you visit this site, attackers could
try to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Advanced...

localhost:8043 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Once configured, you will be able to view the SLL/TLS Certificate details which should be displayed similar to the image below:


https://www.docs.inductiveautomation.com/docs/8.1/platform/gateway/config/web-server-settings/secure-communication-ssl-tls

vith Firefox - More X Ignition Gateway - Ignition Gate X

: (€ QO G localhost: "7 ,

HH Help @ Get Designer
Ignition P ¥
r's @ Config > Network > WebServer > Certificate Details
Home Trial Mode 8:26:53 We're glad you're test driving our software. Have fun
Jn

Status

S SSL/ TLS ENABLED

* CA-Signed SSL Certificate installed.
Active SSL Certificate m
Subject
Country us
State/Province Kansas
Locality Spring Hill
Organization Cirrus Link Solutions

Email Settings
LS Common Name localhost
SECURITY
Issuer
Country us
State/Province Kansas
Organization Cirrus Link Solutions
Common Name CLS Testing Intermediate CA
Version 3
Signature Algorithm  SHA256withRSA
Not Valid After Sun Aug 13 2028 19:35:13 GMT-0500
— Not Valid Before Tue May 08 2018 19:35:13 GMT-0500
1+

MQTT Modules

Create the CA Chain Certificate

Construct the CA Certificate chain by concatenating the Intermediate CA file(s) with the Root CA file into a new file.

1 The Intermediate CA file should be first in this new file. If you have multiple Intermediate CA Certificates then add them in order before adding
the Root CA cert.

In this example, we have a single Intermediate CA which is the concatenated with a Root CA

cachain

----- BEG N CERTI FI CATE- - - - -
M | F3TCCABVWAW BAgl CEAAWDQYJKoZI hv c NAQEL BQAWG YQ Cz AJBgNVBAYTAI VT
HPdNbj d3CnsdLcgf zt 582nx| Gbf YwpR3Y5XeMBHST2Wy1FLVLASHESi Lt QALObwy
Nf KKNSLt ui 2QpCVOdwYBXX8=

CRTeBexRt g4VSm O 5f | T+euBLZTTsDdF+sxzJi 9TP60Y0t D
----- END CERTI FI CATE- - - - -



@ If you do not have access to or cannot easily locate your Intermediate and/or Root CA Certificates, follow the steps in How do | find the Self-
Signed Certificates loaded for Ignition.

Upload CA Certificate chain

The MQTT Engine and MQTT Transmission modules will both require the CA Certificate chain to be upload and applied. Navigate to the Servers >
Certificates section for each module and select Create New Certificate.

Browse to your CA Certificate chain file to upload, configure a friendly name and Save Changes.

M4 ignition Gateway - Ignition Gate % +

O & localhost:

n | LogOut>

® Config > Mattengine > MQTT Engine Settings

Home Trial Mode 8:49:42 We're glad you're test driving our software. Have fun

General Servers Namespaces

Settings Certificates

Certificate File | Browse... | Nofile selected
Upload The certificate file or private key to upload

Friendly Name localhost

The friendly name of this certificate file or private key

File Description

The description of this certificate file or private key

Save Changes

Configure MQTT Distributor to use SSL/TLS

Enable SSL/TLS for MQTT Distributor by selecting the "Enable TLS" configuration setting under TLS Setting section for MQTT Distributor.


https://docs.chariot.io/display/CLD80/How+do+I+find+the+Self-Signed+Certificates+loaded+for+Ignition
https://docs.chariot.io/display/CLD80/How+do+I+find+the+Self-Signed+Certificates+loaded+for+Ignition

Click Save to confirm the configuration update.

y’ Ignition Gateway - Ignition Gate X +

O & 192.168.1.81

2 Config > Moudistributor > MQTT Distributor Settings
Home Trial Mode 1:52:15 We're glad you're test driving our software. Have fun

TLS Settings

Enable TLS Enable TLS for the MQTT Server (Requires TLS certificate has been uploaded Ignition)

8883
TLS enabled MQTT Server port

Secure MQTT Port

Enable Secure

Websocket [] Enable Secure Websocket connections for the MQTT Server

Secure Websocket 9443
(e TLS enabled MQTT Server Websocket port

Configure MQTT Engine and MQTT Transmission to use SSL/TLS

For MQTT Engine and MQTT Transmission to connect to Distributor over SSL/TLS you will need to update each Server configuration.

For each module, navigate to the Servers Settings Main section and update the URL for your environment.

BA ignition Gateway - Ignition Gate +

G lacalhost:

2admin | LogOut

Help @ Get Designer
® Config > Mattengine > MQTT Engine Settings
Trial Mode 8:46:13 We're glad you're test driving our software. Have fun
General Servers Namespaces
Settings Certificates
NETHARKING _
Distributer
Name
The friendly name of this MQTT Server Setting
Enabled Enable this MQTT Server Setting
SECURITY
URL ssl://localhost:8883
The URL of the MQTT Server to connect ta. Should be of the form tep://mydomain.com:1883 or ssl://mydomain.com:8883

Navigate to the TLS section and select your CA Certificate chain file as the CA Certificate File. Click Save to confirm the configuration update.



B ignition Gateway - Ignition Gate X +

(O localhost:

nd Forward & Config > Mattengine > MQTT Engine Settings

Trial Mode 8:44:26 We're glad you're test driving our software. Have fun Activate

Status

lacalhost v

CA Certificate File

CA Certificate file currently in use

Client Certificate  -none- v
L File Client certificate file currently in use
Realtime

Client Private Key ~ -none- v

OPC CLIENT File

Client private ke file currently in use
OPC Connects

OPC Quick Client Chan;

Password? ] Check this box to change the existing password.

Password
The password associated with the certificate’s private key (optional)

Password
Re-type password for verification.

[ ianition Gateway - Ignition Gate X +

(O localhost: i (]

Ladmin | Logout>

ignition v

@ Config > Maqttengine > MQTT Engine Settings
Trial Mode ©:43:85 We're glad you're test driving our software. Have fun

General Namespaces

Settings Certificates
Name URL Username Status
Distributor ssl://localhost:8883 admin Connected

=+ Create new MQTT Server Setting.
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