ME: Python Scripting

The following API calls are available for the MQTT Engine Module and can be executed within any of the available Ignition scopes.

publish
createConfig
readConfig
updateConfig
deleteConfig

There are sample API scripts available for each API call.

APl s

® system cirruslink. engine. publish(nmgttServerName, topic, payload, qos, retained) void
© Paraneters
" String ngtt Server Nanme
® The name of the server connection to use in the MJIT Engi ne Server configuration. This
must match an existing server nane in the configuration.
" String topic
® The MJIT topic to publish on. This nust be a valid MJIT topic
" byte[] payl oad
® An array of bytes representing the MJTT payl oad
" int qos
® The MJIT 'Quality of Service' to use. This nust be either 0, 1, or 2
" bool ean retained
® Wether or not to publish this nmessage with the retained flag set
© Return Val ue
" None
® systemcirruslink. engine.createConfig(type, props) void
© Paraneters
" String type
® The type of configuration to create with valid options:

© Cert Files
© Servers
© Def Namespace Filters
© Def Nanespace
© Cust Nanespace
" Map props
® Dictionary of properties nmeking up the configuration with the follow ng keys and
dat at ypes:
© Cert Files
" 1d (long)
" Nanme (str)
" FileContents (str)
" Description (str)
© Servers
Id (1ong)
Nane (str)
Enabl ed (bool)
Ul (str)
User name (str)
Password (str)
CaCertFileld (1ong)
CientCertFileld (long)
ClientPrivateKeyFileld (Iong)
Cl i ent KeyPassword (str)
Host nanmeVeri fication (bool)
Tl sAl pnExt ensi ons (str)
Clientld (str)
Cl eanSessi on (bool)
KeepAlive (int)
Fi |l t eredNanespaces (str)
Enabl eLegacySt at eMessages (bool)
LegacySt at eUser nane (str)
LegacySt at ePassword (str)
LegacyStateCientld (str)
LegacyStateCaCertFileld (Iong)
LegacyStatedientCertFileld (long)
LegacyStated ientPrivateKeyFileld (long)
LegacySt at ed i ent KeyPassword (str)
LegacySt at eHost nameVeri fi cation (bool)
" LegacyStat eTl sAl pnExt ensions (str)
© Def Nanespace Filters
" 1d (long)
" Nanmespaceld (I ong)
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" Goupld (str)
" EdgeNodel d (str)
© Def Namespace
" 1d (long)
" Nane (str) "Elecsys", "Sparkplug A", Sparkplug B', or "Xirgo"
" Enabl ed (bool)
O Cust Namespace
" 1d (long)
" Nane (str)
" Subscription (str)
" QoS1 (bool)
" Root Fol der (str)
" TagName (str)
" JsonPayl oad (bool)
" Charset (str)
" Witabl eTags (bool)
© Return Val ue
" A map representing the newy created configuration after it has been witten to the database.
(added 4.0. 16)
® systemcirruslink.engine.readConfig(type) List
© Paraneters
" String type
® The type of configuration to read with valid options:

© General
O Cert Files
O Servers
© Def Namespace Files
© Def Namespace Filters
© Def Nanespace
© Cust Nanespace
© Return Val ue
" A List of Dictionaries of properties making up the configurations with the follow ng keys and
dat at ypes:
® Ceneral
° 1d (long)
© Enabl ed (bool)
© Pri maryHost Enabl ed (bool)
© PrimaryHostId (str)
© Bl ockNodeCommands (bool)
© Bl ockDevi ceCommands (bool )
© Bl ockTagPropertyChanges (bool)
© StoreHistorical Events (bool)
© Enabl eLat chi ng (bool)
© Lat chTi nmeout (1 ong)
© LatchTagList (str)
© FilteredProperties (str)
© Enabl eBdSeqChecki ng (bool )
© CustonProperties (str)
© Enabl ePri mar yHost Subscri pti ons (bool)
© MetricTi nestanpValidation (bool)
© Incl udeSecurityContext (bool)
© SecurityCont ext Hashi ngAl gorithm (str) "SHA 1", "SHA 224", "SHA 256", "SHA 384"
or "SHA 512"
Securi t yCont ext Hashi ngPassword (str)
Pri mar yHost Cont r ol TagLi st (str)
© ReorderingTi neout (I ong)
® Cert Files
©1d (long)
© Name (str)
© FileContents (str)
© Description (str)
® Servers
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Id (1ong)

© Name (str)

Enabl ed (bool)

Ul (str)

Usernane (str)

Password (str)

CaCertFileld (1ong)
ClientCertFileld (long)
ClientPrivateKeyFileld (Iong)
Cl i ent KeyPassword (str)

Host nanmeVeri fi cation (bool)
Tl sAl pnExt ensi ons (str)
Cientld (str)

Cl eanSessi on (bool)

KeepAlive (int)

Fi |t eredNanespaces (str)

Enabl eLegacySt at eMessages (bool)
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© LegacySt at eUser nane (str)
© LegacySt at ePassword (str)
© LegacyStateC ientld (str)
© LegacyStateCaCertFileld (long)
© LegacyStateC ientCertFileld (long)
© LegacyStated ientPrivateKeyFileld (Iong)
O LegacySt at ed i ent KeyPassword (str)
© LegacySt at eHost naneVeri fi cati on (bool)
© LegacySt at eTl sAl pnExt ensi ons (str)
® Def Namespace Files
Id (1ong)
I gnoreFil es (bool)
Fi | eHost Type (str) "ACTIVE" or "PASSI VE"
BaseFil eDirectory (str)
AddTopi cTokens (bool)
FileStoringPolicy (str)
nmespace Filters
©1d (long)
© Namespacel d (| ong)
© Goupld (str)
© EdgeNodel d (str)
® Def Namespace
©° 1d (long)
© Nanme (str) "Elecsys", "Sparkplug A", Sparkplug B", or "Xirgo
© Enabl ed (bool)
® Cust Nanmespace
© 1d (long)
© Name (str)
© Subscription (str)
© QoS1 (bool)
© Root Fol der (str)
o]
o]
o]
o]
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® Def

TagNane (str)
JsonPayl oad (bool)
Charset (str)
Wi tabl eTags (bool)
® system cirruslink. engi ne. updat eConfig(type, id, collisionPolicy, props) void
© Paraneters
" String type
® The type of configuration to update with valid options:

© General
© Cert Files
© Servers
© Def Nanespace Files
© Def Namespace Filters
© Def Namespace
© Cust Namespace
" Long id
® The ID of the record to update
" String collisionPolicy
® "MergeOverwrite" or "Overwite"
© "MergeOverwrite" will replace the existing properties in the record IDwith only
those included in the call
© "Overwite" will replace all properties in the record IDwth those in the call
" Map props
® Dictionary of properties nmaking up the configuration with the follow ng keys and
dat at ypes:
© General
" 1d (long)
" Enabl ed (bool)
" PrimaryHost Enabl ed (bool)
" PrimaryHostld (str)
" Bl ockNodeCommands (bool )
" Bl ockDevi ceCommands (bool)
" Bl ockTagPr opertyChanges (bool)
" StoreHistorical Events (bool)
" Enabl eLat chi ng (bool)
" LatchTinmeout (I ong)
" LatchTagList (str)
" FilteredProperties (str)
" Enabl eBdSeqChecki ng (bool)
" CustonProperties (str)
" Enabl ePri mar yHost Subscri pti ons (bool)
" MetricTi nestanpVal i dation (bool)
" I ncludeSecurityContext (bool)
" SecurityContext Hashi ngAl gorithm (str) "SHA 1", "SHA 224", "SHA 256",
"SHA 384" or "SHA 512"
Securi t yCont ext Hashi ngPassword (str)
Pri mar yHost Cont r ol TagLi st (str)
" ReorderingTi meout (Il ong)



© Cert Files

" 1d (long)

" Nane (str)

" FileContents (str)

" Description (str)
© Servers

© Return Val ue

" A map representing the updated configuration after it has been witten to the database.

4.0.16)

Id (1ong)

" Nane (str)

Enabl ed (bool)

Ul (str)

Usernane (str)

Password (str)

CaCertFileld (Iong)
ClientCertFileld (long)
ClientPrivateKeyFileld (long)

Cl i ent KeyPassword (str)

Host nameVeri ficati on (bool)

Tl sAl pnExt ensi ons (str)

Cientld (str)

Cl eanSessi on (bool)

KeepAlive (int)

Fi |t eredNanespaces (str)

Enabl eLegacySt at eMessages (bool)
LegacySt at eUser name (str)
LegacySt at ePassword (str)
LegacyStated ientld (str)
LegacyStateCaCertFileld (Iong)
LegacyStatedientCertFileld (long)

LegacyStated i entPrivateKeyFileld (Iong)

LegacySt at ed i ent KeyPassword (str)

LegacySt at eHost naneVeri fication (bool)

LegacySt at eTl sAl pnExt ensions (str)

Def Nanespace Files

&
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Id (1ong)
I gnoreFil es (bool)

Fi | eHost Type (str) "ACTIVE' or "PASSI VE"

BaseFil eDirectory (str)
AddTopi cTokens (bool)
FileStoringPolicy (str)
nespace Filters

Id (1ong)

Nanmespacel d (| ong)

G oupld (str)

EdgeNodel d (str)

Def Nanmespace

Id (1ong)
Nane (str) "Elecsys", "Sparkplug A",
Enabl ed (bool)

Cust Nanespace

Id (1ong)

Nane (str)
Subscription (str)
QoS1 (bool)

Root Fol der (str)
TagNane (str)
JsonPayl oad (bool)
Charset (str)

Wi tabl eTags (bool)

® system cirruslink. engi ne. del eteConfig(type, id) void

© Paraneters
" String type

Spar kpl ug B",

® The type of configuration to delete with valid options:

[e]
[e]
[e]
[e]
[e]

" Long id

Cert Files

Servers

Def Nanmespace Filters
Def Nanespace

Cust Nanespace

® The ID of the record to delete

© Return Val ue

" True if the record was successfully deleted otherw se False is returned (added 4. 0. 16)

or "Xirgo"

(added



Sample Scripts

Cirrus Link provides these scripts as examples only, they are not supported or guaranteed to meet any particular functionality. Cirrus Link
cannot provide any assistance to modify these scripts to meet a particular need.

# G rrus Link provides these scripts as exanples only, they are not supported or guaranteed to neet any
particular functionality. G rrus Link cannot provide any assistance to nodify these scripts to neet a
particul ar need.

# MJTT Transmission Create Transmtter

# Create new server

serverProps = {}

server Props["Nane"] = "My Server"

server Props["Enabl ed"] = True

serverProps["U "] = "ssl://192.0.2.1:8883"

server Props[ " Usernane"] = "MUser Nane"

server Props[ " Password"] = "M/Password"

server Props[ " KeepAlive"] = "30"

system cirruslink. engi ne. createConfig("Servers", serverProps)

# Read server configuration
savedServers = systemcirruslink. engine.readConfig("Servers")

# Find server Id

for config in savedServers:
if config ["Nane"] == "My Server":
serverld = config["id"]

# Update server properties using MergeOverwite

serverProps = {}

server Props[ " KeepAlive"] = "60"

system ci rruslink. engi ne. creat eConfig("Servers", serverld, "MergeOverwite", serverProps)

# Del ete server
system ci rruslink. engi ne. del et eConfi g("Servers", serverld)
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